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Chapter 1: Introduction

1.1

1.2

1.3

PitBull Foundation Suite allows you to perform transactions over the
Internet with less risk of system penetration or loss of sensitive data. The
PitBull Foundation Suite consists of several packages designed to take
advantage of the Argus Trusted Operating System framework. Each
package was created to isolate mission-critical operations from untrusted
software.

Each of the packages of the PitBull Foundation Suite performs a specific
task to protect the system from intruders. The highly specialized PitBull
Foundation Suite suite separates system components from each other to
minimize the chances of attack. Because functionality is separated from
important data, unauthorized applications cannot influence or manipulate
the operations of a critical process.

With Foundation Suite 4.1/5.0/6.0, individual packages are available as
separate products from Argus.

Product Name

The name of the Argus "PitBull .com Pack" product has been changed to
"PitBull Foundation Suite."

This document introduces the PitBull Foundation Suite applications and
explains functionality beyond the Foundation product. To fully administer
a PitBull Foundation Suite system, you need to understand the underlying
products as well: the OS (AIX or Solaris) and Argus PitBull Foundation.
The use of Sensitivity Labels and Advanced Secure Networking (ASN) are
of primary importance.

System Requirements

PitBull Foundation Suite packages are extensions of Argus's PitBull
Foundation. You can install any Foundation Suite package for which you
are licensed at the same time you install the underlying PitBull Foundation
product. Also, you can add a package to the base Foundation product at a
later time if desired. Installation is described in the Installation Guide that
accompanies the product CD-ROM.

PitBull Foundation Suite Packages

Here is a description of each Foundation Suite package. Some of the
packages require other packages in order to function. Those dependencies
are described in "Package Dependencies" on page 3.

The core functionality of PitBull Foundation Suite consists of four packages
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that deal with network traffic within a PitBull machine:

UDEnforcer. The Secure Communications Enforcer (UDEnforcer or
UDE for short) intercepts communications from the network and
routes them to daemons. Routing decisions are based on the
security level of the incoming communication, the URL specified in
the request, and sets of rules determined by system administrators.
With the UDEnforcer, only properly authenticated clients at the
proper security levels can access secure back-end applications.

Security Gate. The Security Gate acts as a secure, controlled
channel between two programs operating at different security
levels, allowing them to communicate with each other but not to
access each other's files directly.

CGId. The Secure CGI Module (CGId for short) isolates the CGI
functionality of a web server from the web server itself. With CGId,
both components can be compartmentalized to prevent and limit
losses in the event of a web server compromise.

Authd. The Secure Authentication Module (Authd for short) places
the authentication responsibilities of the web server into its own
compartment, in order to restrict access to the sensitive information
typically involved in user authentication.

To protect network traffic in transit, the PitBull Foundation Suite suite
offers the following packages for domestic (United States) customers only,
due to export restrictions:

TOpenSSH. Trusted Open Secure Shell allows secure remote
administration of PitBull Foundation Suite products sold in the
United States. The underlying technology of TOpenSSH is Open
SSH (Secure Shell) Server (sshd). This method of communication
reduces the risk of other users intercepting network administration
data prior to its delivery to the destination system.

PitBull Foundation Suite also provides these additional packages. The SL
Operations and GetIP packages are installed with PitBull Foundation and
do not require individual licenses:

Execenv. The Secure Program Launcher (Execenv for short) allows
users without powerful authorizations to execute programs that
operate at a high level of security. This increases security by
reducing restrictions required for users to perform pre-defined
tasks.

Configuration scripts. PitBull Foundation Suite provides several
scripts to help configure various types of web servers.

SL Operations. The Sensitivity Label Operations package provides
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the sl op(1) command, which compares two SLs and displays the
results.

+  GetIP. geti p(1) displays the IP address and domain name given
an IP address or host name. get i p(1) is a helper application used
solely by Argus configuration scripts.

The PitBull Foundation Software Development Kit is provided as part of
PitBull Foundation.

- PitBull Foundation Software Development Kit. The SDK allows
programmers to develop applications that perform their own checks
for Argus security attributes. Such applications are aware of and
respond differently to different security levels, they are called
multi-level sensitive (MLS) applications.

1.4 Package Dependencies

The table below lists the available packages, along with the package name
for each. (The package name is used in manual product installation.) The
table also indicates which packages require other packages to operate, in
addition to PitBull Foundation, which all packages except IPsec require.

Each package has its own chapter in this guide, as shown in the table.
PitBull Foundation Suite Packages

Package
Package PaCk?EfX?ame Name Ezcﬁfeeg Reference
(Solaris) 9
Trusted
Foundation Facility
Manual
UDEnforcer |279us.udenforcer.rte ASGude . Chapter 3 :
argus. udenforcer. data page 9
Security Gate ar gus. secur! ty _gate.rte ASGsg . Chapter 4 :
argus.security _gate.data page 22
Secure CGI |argus.cgi.rte ASGcgi . Chapter 5 :
Module argus. cgi . data page 27
Secure Au-
thentication |2f9us-auth.rte ASGaut h UDEnf or cer  |Chapter 6 :
Module argus. aut h. data * page 35
argus.topenssh.rte Chapter 7 :
TOpenSSH argus. topenssh. i nfo. en_US ASQ ssh page 48
SSH IPsec
IPsec ASG psec Administra-
tion Guide
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gfgg:m argus. execenv.rte Chapter 8 :
ar gus. execenv. dat a
Launcher 9 page 52
. SL Operations, .
ggﬁﬁsgclgags argus.cs.rte ASGexec |and GetlP, C:aé)tse; 9
P (UDEnforcer) 1 pag
Chapter 10 :
SL argus.slop.rte ASCES apter
Operations |ar gus. sl op. dat a
page 73
. Chapter 11 :
GetIP argus.getip.rte ASGs| op
page 74
Security Fea-
ar gus. sdk. adt . tures Pro-
SDK argus. sdk. i nfo. en_US ASGgeti p grammer's
Guide
AIX: requires argus.suite.common.rte and
ar gus. sui te. conmon. dat a.
T Solaris: UDEnforcer required for the Certificate Manager Server
configuration script.
1.5 How to Use this Guide

This guide assumes you have read and understand the pertinent
information in the Argus Security Features User's Guide and Trusted Facility
Manual, and are familiar with standard UNIX operations. After reading this
guide, you will be ready to install the product. All Argus documents
mentioned in this guide, as well as the guide itself, are available on the CD-

ROM.

The final two chapters, “Troubleshooting” and “Related Documentation®,
are written to apply across all packages.

1.6 Conventions

Italic print indicates a new term, usually one specific to PitBull
Foundation Suite. The subsequent sentence will usually define this
term.

Bold print indicates important information, including terms and
information to be typed or selected.

Monospace print indicates paths, directories, and UNIX
commands. When a command is followed by a number or number
and letter in parentheses, the number and letter refer to the online
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manual page section where the man page for that command can be
found.

- Mnospace print bold indicates paths, directories, and UNIX
commands to be entered exactly as printed.

- Italic print Mnospace means a variable that gets replaced
by a literal string.

1.7 Questions
If you have any questions or comments, please:
- Email us att echsupp@r gus- syst ens. com
- Call us at +1-217-355-6308.
« Faxusat +1-217-355-1433.

«  Write to us at

Innovative Security Systems, Inc.
1809 Woodfield Drive
Savoy, Illinois 61874 USA
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Chapter 2: Configuration Files

2.1

2.2

2.3

The following five PitBull Foundation Suite packages use the same general
approach to setting configuration parameters:

« Secure Communications Enforcer (UDE)

Security Gate

Secure Authentication Module (Authd)
Secure CGI Module (CGId)

+ Secure Program Launcher (Execenv)

The information in this chapter applies to all of these packages, and these
packages only. After reading this chapter, read the specific package chapter
for specific parameter settings.

Package Execution and Options

You execute a package by running the associated command. For example,
to run the UDEnforcer, enter the udenforcer(1l) command. Each
package chapter explains the options available for each command.

Immediately on execution, the package searches for its configuration data
in a configuration file. After reading the configuration data, the package
initializes itself accordingly and begins operation as specified in the
configuration data.

Configuration File Names

To find its configuration data, a PitBull Foundation Suite package by
default looks in /etc/security/gibraltar.conf (UDE, Security
Gate, Authd, CGId) or / et ¢/ security/ execenv. conf (Execenv). The
package must have read permission to the configuration file (including
both DAC and MAC read access).

Configuration File Format

Each section of configuration data starts with a line in the format <t ag>.
The tag contains the name of the section of data. Subsequent lines contain
several directives, each specifying a configuration setting. The section of
configuration data ends with a </t ag> line. Tag names are case-sensitive.
Tag names may contain spaces.

The PitBull Foundation Suite applications read configuration data from top
to bottom. If two tags are the same, only the first will be read. Similarly, if
there are two conflicting directives within a set of data, only the first will
be read.
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2.4

Each set of configuration data except for Execenv may contain a MODULE
directive. The directive was required in the past, but is no longer necessary.
The system ignores this directive if present.

Empty lines are ignored. Lines beginning with a pound sign (#) are
considered comments and are also ignored.

Beyond that, the requirements for directives vary from package to package.
Here is an abbreviated example from a Security Gate configuration file.
(Line numbers are for reference; they are not part of the directives.)

1. | <security_gate>

2. | SG_SL SECRET COW_A

3. | SG_PORT 4500

4. | SG_HOSTNAME | ocal host

5.|[other directives]

6. | SG_LOGFI LE /usr/pitbull/log/sg.log
7. | SG_PI DFI LE [usr/pitbull/log/sg.pid
8. |</security_gate>

Notes on Example

Lines 1 and 8 mark the beginning and end of this section of settings and
provide a title for the section.

The package will run at the SL, port, and host specified in lines 2-4. The
package will write logs and process IDs to the files named in lines 6-7.

The order of the directives within a <t ag> </t ag> pair does not matter.
Directives are not case-sensitive but are often shown in all caps by
convention.

Command Options

You can locate configuration information in an alternative file if you wish.
If you do so, specify the alternative configuration file when you execute the
package. Most package commands allow the - f option to specify the name
of the alternative configuration file on execution.

You can specify multiple sections of data for the same type of package with
the configuration file. Each must have a separate name. To direct the
package to use a specific set of data within the configuration file, use the
-t option of the command. In the absence of a -t , the command searches
for a default section name, listed in the package chapter.
(<Security_Gat e>is the default for the Security Gate package.)
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2.5 Editing the Configuration File

The configuration files are ASCII text and can be edited with any ASCII text
editor, such as vi. There are no commands to edit Foundation Suite

configuration files.



PitBull Foundation Suite 4.1-6.0 Administration Guide 9

Chapter 3: The Argus Secure
Communications Enforcer

3.1

Description

The  Argus Secure  Communication  Enforcer (also  called
Upgrade/Downgrade Enforcer, UDEnforcer, or simply UDE) intercepts all
communications from the network on a specific port and routes them to
selected servers and daemons (see Figure 1). Although web servers have
their own identification and authorization schemes built in, an exploit of
the authorization mechanism would render all data contained within the
web server vulnerable to attack. To prevent this, the UDEnforcer uses the
SLs assigned to each network connection by Advanced Secure Networking
(ASN) to distinguish among clients and to forward (or promote) each
request to the appropriate back end web server.

Gibraltar System

, Web
Client INTERNET ASN Upgrade/Downgrade
Enforcer Server
| I

3.1.1

Figure 1. Placement of UDEnforcer in PitBull Foundation Suite system.

When a client makes a request, it uses the URL of the UDEnforcer. The
connection is received by ASN, at which point the data stream is assigned
an SL according to specific rules set forth in the ASN configuration. The
UDEnforcer reads the ASN-provided SL plus the URL of the request and
then applies rules set forth in its configuration file to determine which web
server each client accesses. In this manner, trusted clients, such as internal
users, can be assigned labels that the UDEnforcer redirects to a sensitive
web server, while Internet users are only allowed to access a web server
designed to meet public needs.

Before sending a request to a web server, the UDEnforcer re-labels that
request, according to rules in its configuration file. The rules are set up so
that the new SL of the packet matches the SL of the server where it's going,
so that the server can read the packet.

UDEnforcer Modes
The UDEnforcer operates in two modes: HTTP and OTHER. In HTTP mode,
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3.1.2

request redirection is based on the SL assigned by ASN, the path name (the
URL) of the client's request, and various sets of rules in the UDEnforcer
configuration file. In OTHER mode, redirection is based solely on the SL
assigned by ASN.

The UDEnforcer follows a set process in determining which clients may
access which servers. A flowchart of the process appears in Figure 2.

HTTP Mode

In HTTP mode, the system considers the following types of rules: Allow
rules, Deny rule, Default rules, Auth rules, and Strip-Port rules.

Refer to Figure 2. An internal user may request the URL http://www.my-
business.com/ and access a web server running on that machine. The user
may then click on a link to http://www.mybusiness.com/userhelp/in-
dex.html and be routed to an entirely different machine on the network.
The basic rules for promoting requests based on SLs and URLs are called
Allow rules.

When the UDEnforcer reads an incoming request, it first checks for cookies
associated with the request (unless the cookie check is turned off). The
client browser may send a cookie provided by the Authentication daemon.
If there is such a cookie, the UDEnforcer interprets the cookie using
configuration data and promotes the request if there is a match with the
data in the configuration file. The configuration data for the cookie
comparison is specified in Auth rules.

N
Start Mode? OTHER Is there a Pass YES Connect to
' directive for this SL? Server.
J

HTTP NO
Y \
Cookies Drop
on? Connection.
A
NO
YES NO
Y y ( h d
. Is there a directive
NO NO
CVaIIl(.?I N Default SL? that matches by
OOKie: longest path?
.
YES YES YES

Y

A —
h - .
Connectto | _ YES l\él_atch]ng Drop
Web Server. [ _ directive Connection.
— ) is allowed?
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3.1.3

Figure 2. UDEnforcer decision flowchart.

After the cookie check, but before the Allow rule check, the UDEnforcer
checks the SL of the incoming request against any default rules in its
configuration file. The default rule specifies a web server to access for all
clients with a specified SL. If there is a match, the UDEnforcer ignores the
URL requested by the client, and the client is redirected to the web server
specified in the default rule. The default rule is meant to increase
efficiency, not as a catch-all server for general requests.

If a packet has no cookies and there is no matching default rule, the
UDEnforcer checks the Allow rules. If there is an Allow rule to promote the
request, the UDEnforcer then checks the Deny rules for any URLs to be
denied requests with a specified SL, and the client receives an error
message if such a Deny rule exists.

The Strip-Port rules affect packets sent out from the server to the client.
Using these rules, the UDEnforcer removes port numbers from specified
URLs coming from specified back-end servers. This feature prevents back-
end web servers from redirecting web browsers to another back-end
server's port.

The table below indicates which decision boxes in Figure 2 are associated
with which directives in the UDEnforcer configuration file.

- Mode? MODE directive

- Pass Directive? Pass rules

- Cookies on? COOKIES directive
- Valid Cookie? Auth Rules

«  Default SL? Default Rules

«  Directive that matches Allow Rules

longest path?

- Matching Directive Deny Rules
allowed?

Strip-Port rules are not shown in the decision flowchart because they do
not apply to incoming requests.

OTHER Mode

In the OTHER mode of operation, the UDEnforcer uses only Pass rules to
promote requests. Pass rules ignore any cookies or requested URLs. Using
Pass rules, the UDEnforcer promotes or denies requests based only upon
the SL of the requests.
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3.2

3.2.1

UDE Configuration

For the basics of configuring Foundation Suite packages, read
"Configuration Files " on page 6.

When configuring a PitBull Foundation Suite system, you would normally
set up the UDEnforcer as the front-end web server, so that it receives all
requests coming in to the system and redirects them to the appropriate
back-end servers.

The default UDEnforcer configuration file is / et ¢/ security/ gi bral -
t ar. conf. By default, UDEnforcer data is contained within a <UDEN-
FORCER> </UDENFORCER> tag pair in the configuration file. To access
configuration data, the UDEnforcer must have DAC and MAC access to the
configuration file.

You can specify an alternative configuration file location with the -f option
of the udenf orcer (1) command.

You can also specify alternative configurations by using a tag pair other
than <UDENFORCER>. To specify the alternative configuration, use the -t
option of the udenforcer (1) command. (Example: udenforcer -t

mytag.)

Required Directives

Every set of UDE configuration data must contain these directives:
- SERVER SL"SL"

The SL at which the UDEnforcer will run. "SL" is an SL, surrounded
by quotes if the SL has a space.

- HOST host nanme

HOST is the machine name on which the UDEnforcer listens. It can
be either an IP name or an IP number. HOST is ignored if using a
UNIX domain socket for the port.

- FRONTPORT port
The port on which the UDEnforcer listens. port is either an absolute
path to a UNIX domain socket (UDS) beginning with a slash, or a
TCP port number.

- MODE {HTTP | OTHER}

Whether to process packets as HTTP requests or OTHER requests.
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3.2.2 Optional Directives

The following directives are optional. Also, command line equivalents
override them.

COOKIES {on | off}

Whether to check for cookies on incoming packet. Only used in
HTTP mode.

LOGFILEfil e

File in which to log errors. If specified as a relative path, its location
will be relative to the working directory. If not specified on the
command line or in the configuration file, it defaults to /
usr/pitbul I /1 og/ ude. | og. If a specified file does not exist, the
system will create it.

PIDFILEfi | e

File in which to log the process ID. If specified as a relative path, its
location will be relative to the working directory. If not specified on
the command line or in the configuration file, it defaults to /
usr/ pitbull /I og/ude. pid. If a specified file does not exist,
the system will create it.

TIMEOUT seconds

Required if COOKIES are set to ON. Number of seconds that a
cookie sent to a client by the Authentication Daemon remains on
the client's machine. If the value of TIMEOUT is NONE, negative, or
blank, then cookies never expire. (Use NONE or a negative number
instead of blank, to be explicit.) If the TIMEOUT option is not
specified, the default value is 5 minutes. Only used if COOKIES are
set to ON.

3.2.3 HTTP Mode Rules

3.2.3.1 Allow Rules

(HTTP mode only)

ALLOW url source_sl {host tcp_port | uds_port}
dest _sl
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ALLOW directives describe which packets with which SLs (assigned
by ASN) get promoted to which web servers. Only used in HTTP
mode. The UDEnforcer always checks for the longest path that
matches a request. For example, if a request contains the URL /
exp/ bus, and there are matching ALLOW rules for / exp/ bus and
| exp, the UDEnforcer will match / exp/ bus since it is longer.

url refers to the address of the request the client user typed into
the browser, minus the host and port. It always begins and ends
with a slash. If the URL indicates the default address, ur| can be a
single slash.

sour ce_sl refers to the SL that ASN assigns the data when it
enters the network interface. Quotes are required if there is a space
in the SL

host is the machine name on which the web server listens. Can be
either an IP name or an IP number. host is ignored if using a UNIX
domain socket for the port.

t cp_port is the TCP port number on which the web server listens.

uds_port is an absolute path to the UNIX domain socket on which
the web server listens, beginning with a slash.

dest sl is the SL that the UDEnforcer assigns to requests it
promotes to the server. Should be set to the SL at which the back-
end web server is running. Quotes are required if there is a space in
the SL.

3.2.3.2 Deny Rules
(HTTP mode only)
« DENYurl source_sl

DENY directives are used to define a directory path for which the
UDEnforcer should no longer serve documents to a client with a

certain SL.
url refers to the address of the request the client user typed into
the browser, minus the host and port. It always begins and ends

with a slash. If the URL indicates the default address, ur| can be a
single slash.
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sour ce_sl refers to the SL that ASN assigns the data when it
enters the network interface. Quotes are required if there is a space
in the SL.

3.2.3.3 Default Rules
(HTTP mode only)

- DEFAULT source_sl {host tcp_port | uds_port}
dest _sl

DEFAULT indicates an SL for which the UDEnforcer does not parse
the requested path. Instead, the UDEnforcer passes all clients with
this SL on to the web server. It is not a catch-all directive for clients
that do not fall into other categories; the UDEnforcer drops
connections that do not correspond to a directive in the
configuration file (and the client user receives an error message).
Instead, the DEFAULT directive speeds up the connection process
by eliminating parsing time. This is useful if there are many
requests coming in at the same SL that should be redirected to one
web server. However, to allow these clients to move to different
web servers, the UDEnforcer does a cookie search on each request
before applying Default rules.

source_s| refers to the SL that ASN assigns the data when it enters
the network interface. Quotes are required if there is a space in the
SL.

host is the machine name on which the web server listens. It can
be either an IP name or an IP number. Ignored if using a UNIX
domain socket for the port.

t cp_port is the TCP port number on which the web server listens.

uds_port is an absolute path to the UNIX domain socket on which
the web server listens.

dest sl is the SL that the UDEnforcer assigns to packets it
promotes to the server. Should be set to the SL at which the web
server is running. Quotes are required if there is a space in the SL.

3.2.3.4 Auth Rules

(HTTP mode only)
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« AUTH {host tcp_port | uds_port} dest_sl

The AUTH directive defines which back-end servers may have
clients promoted to them, if they have a valid cookie for that server
as provided by the Authentication daemon. When a cookie is found
in a request, it is compared to each AUTH directive until a match is
found and the client is connected to the back end, or a match is not
found and path parsing resumes as if a cookie were not found. For
authentication to work properly, the UDEnforcer and the
Authentication daemon must have corresponding AUTH rules.

host is the machine name on which the web server listens. Can be
either an IP name or an IP number. Ignored if using a UNIX domain
socket for the port.

t cp_port is the TCP port on which the web server listens.

uds_port is an absolute path to the UNIX domain socket on which
the web server listens, beginning with a slash.

dest sl is the SL that the UDEnforcer assigns to packets it
promotes to the server. It should be set to the SL at which the web
server is running. Quotes are required if there is a space in the SL.

3.2.3.5 Strip-Port Rules
(HTTP mode only)
«  STRIPPORT host port hostnane [hostname [...]]

The STRIPPORT directive causes the UDEnforcer to remove port
numbers from URLs passed from the back-end web server to the
client. This option allows the system to prohibit redirection on the
part of the back-end server.

host is the machine name of the web server. It can be either an IP
name or an IP number. host is ignored if using a UNIX domain
socket for the port.

t cp_port is the port on which the back-end server listens. It can
be a TCP number or a full pathname to a UNIX domain socket

host nane is one or more hostnames which the UDEnforcer
watches for in data passing from the server to the client. When one



PitBull Foundation Suite 4.1-6.0 Administration Guide 17

of these hostnames is located, the UDEnforcer strips all references
to ports from that hostname.

3.2.4 OTHER Mode Rules
3.2.4.1 Pass Rules
(OTHER mode only)
« PASSsource_sl {host tcp_port | uds_port} dest_sl

The PASS directive causes the UDEnforcer to promote a client to a
web server based only on the SL assigned by ASN.

sour ce_sl refers to the SL that ASN assigns the data when it
enters the network interface. Quotes are required if there is a space
in the SL

host is the machine name on which the web server listens. It can
be either an IP name or an IP number. It is ignored if using a UNIX
domain socket for the port.

t cp_port is the TCP port number on which the web server listens.

uds_port is an absolute path to the UNIX domain socket on which
the web server listens.

dest sl is the SL that the UDEnforcer assigns to requests it
promotes to the server. It should be set to the SL at which the web
server is running. Quotes are required if there is a space in the SL.

3.2.5 UDE Configuration Example

The following example illustrates an internal web site that allows
employees from various departments to view different information using
the same URL. This example assumes that five departments each have their
own subnets partitioned by firewalls. Three of the departments are
engineering, marketing, and accounting. See Figure 3.

Figure 3. UDEnforcer example setup.
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The PitBull Foundation Suite system is set up in the common area with the
UDEnforcer as the default web server and four other web servers: three
that are exclusive to departments and a fourth that serves the company
bulletin board. ASN on the PitBull Foundation Suite system assigns SLs to
requests from the departments as follows: The engineering firewall is
assigned "CONFIDENTIAL Eng;" the accounting firewall is assigned
"CONFIDENTIAL Acct;" and the marketing firewall is assigned an SL of
"CONFIDENTIAL Mktg."

In this example, the / et ¢/ securi ty/ gi bral tar. conf file contains the
following lines (not including the numbers at the left):

<UDENFORCER>

SERVER SL "TOP SECRET ALL"
FRONTPORT 80

MODE HTTP

COKI ES OFF

ALLOW / " CONFI DENTI AL Eng" | ocal host 6000 " SECRET
Eng"

ALLOW/ " CONFI DENTI AL Acct" | ocal host 7000 " SECRET
Acct"

ALLOW/ " CONFI DENTI AL Mt g" | ocal host 8000 " SECRET
Mkt g"

ALLOW / bul I eti ns/ " CONFI DENTI AL Eng"

0 ©® N o bk W=
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10. | ocal host 9000 "SECRET EOTM'
11. ALLOW / bul I eti ns/ " CONFI DENTI AL Acct™
12. | ocal host 9000 "SECRET EOTM'

13. | ALLOW/ bul I etins/ " CONFI DENTI AL Mt g"
14. | | ocal host 9000 "SECRET EOTM
15. DENY /bul | eti ns/ mar keting/ " CONFI DENTI AL Eng"

16. DENY /bul | etins/ marketing/ "CONFI DENTI AL Acct”

17 STRI PPORT | ocal host 9000 | ocal host 127.0.0.1
: eot m wi dgets. com

18. </ UDENFORCER>

Lines 2 and 3 specify that the web server runs at a sensitivity level of TOP
SECRET ALL and listens for connections from clients on TCP port 80.

Line 4 puts the UDEnforcer into HTTP mode so that it can make decisions
based on the requested path.

Line 5 turns off cookie searches.

Line 6 redirects all requests from the engineering firewall to the
engineering web server running on port 6000 at the sensitivity level
SECRET Eng.

Lines 7 and 8 redirect the accounting department and marketing
department, respectively, in the same manner as line 7.

Lines 9 through 14 take all requests from each of the three departments
that reference files in the bul | eti ns subdirectory and redirect them to
the fourth web server which holds the company bulletin board
(bul I eti ns).

Lines 15 and 16 deny access from the engineering and accounting
departments to the mar ket i ng subdirectory on the bulletin web server. If
a user of either department were to request / bul | eti ns/ mar ket i ng/
i ndex. ht m, the connection would be dropped and the user would
receive an error message.

Line 17 removes port numbers from data from the server on localhost port
9000 whenever the data includes references to | ocal host, 127. 0. 0. 1,
or eot m wi dgets. com

In this configuration, the location of the log file and the process ID file are
not given. Unless these values are specified on the command line, they will
default to /usr/pitbull/log/ude.log and /usr/pitbull/Il og/
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ude. pi d.

3.2.6 Summary Chart of Rules Directives

3.3

Each rule listed in the left column must specify the fields indicated by an X.

Source Dest Host-
(Mode) URL SI. Host Port SI.  name
Allow HrTp | Path X X X X
only)
Deny nrrp | Pah |y
only)
Default] HTTP X X X X
Auth| HTTP X X X
Strip-| X X X
Port
Pass| OTHER X X X X

Remember that there must be matching pairs of Auth rules in both the UDE
configuration and the Authd configuration.

Command Line Execution

You can execute the UDEnforcer by typing udenf or cer at the command
line. However, doing so represents a security hazard and may alter the
successful operation of the program. For example, if an administrator runs
UDEnforcer from the command line, the process will inherit the
administrator's authorizations, possibly granting it improper access to
system binaries. It is much safer to execute UDEnforcer through the
execenv(1l) program.

If you use no tags with the udenforcer (1) command, the UDEnforcer
runs with the configuration specified within the <UDENFORCER> section of
the /etc/security/gibraltar.conf file. You can override the
configuration settings with the following command line arguments to the
udenf orcer (1) command:

- ~-f configuration file

This option specifies an absolute or relative path to the
configuration file. The UDEnforcer must have the necessary
permissions to read from this file.

. -t tag
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tag is an HTML-style tag in the configuration file that encompasses
the data that is meant for this instance of the UDEnforcer:
<t ag>...data... </tag>.

-d directory

directory is prepended to relative paths for the logfile, pidfile, and
configuration file, if specified.

-1 logfile

This option specifies an absolute or relative path to the log file, in
which errors will be recorded. The UDEnforcer must have
permission to write to this file.

-p pidfile

This is an absolute or relative path to the file the UDEnforcer will

use to store its process ID. It must have permission to write to this
file.
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Chapter 4: The Argus Security Gate

4.1 Description

The Argus Security Gate is a small trusted program that allows two
processes with disjoint SLs to communicate with each other. It is typically
used to allow a front-end client to communicate with a back-end server
that runs at a different sensitivity level (see Figure 4). In this way, the
Security Gate acts as a secure, controlled channel between the two
programs, allowing them to communicate with each other but not allowing
them to access each other's files directly.

Since a typical installation has several back-end servers, there are often
several Security Gates running simultaneously, one for each back-end
server.

Gibraltar System
Security
Gate
Client INTERNET UDEnforcer

—— Security
Gate

Figure 4. Placement of the Security Gate.

Once the connection to the back-end server has been established, the
Security Gate passes information between the front-end client and the
back-end server. Data must be received by the Security Gate at the
sensitivity level specified in its configuration settings. The Security Gate
drops connections for data whose SL is not an exact match to the settings.

The Security Gate does not modify or examine the data that it passes
between the front-end client and the back-end server. This allows the
Security Gate to mediate many different user level protocols. The Security
Gate supports several Stream and Datagram protocol types. The supported
Stream protocols are TCP and UNIX Domain protocols, and the supported
Datagram protocol is UDP. Datagram broadcasting and the Datagram UNIX
Domain protocols are currently unsupported.
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4.2 Security Gate Configuration

For the basics of configuring Foundation Suite packages, read
"Configuration Files " on page 6.

The Security Gate differs from other PitBull Foundation Suite applications
in that it supports UDP sockets in addition to TCP and UNIX domain
sockets.

The default Security Gate configuration file is /etc/security/
gi bral tar. conf. By default, Security Gate data is contained within a
<Security_Gate> </Security_Gate> tag pair in the configuration
file. To access configuration data, the Security Gate must have DAC and
MAC read permission on the configuration file.

You can specify an alternative configuration file location with the -f
option of the security_gat e(1) command.

You can also specify alternative configurations by using a tag pair other
than <Security_Gat e>. To specify the alternative configuration, use the
-t option of the security gate(l) command. (Example:
security gate -t nytag.)

4.2.1 Required Directives
- FE SL sensitivity_| abel
Specifies the SL that the Security Gate expects on incoming packets,
usually the same SL as the front-end client. If the SL on the packet
doesn't match the SL specified in this directive, the Security Gate
drops the connection.

« BE SL sensitivity_| abel

Specifies the SL at which the request is to be written to the back-
end server.

- BE HOSTNAME i nterface_address
Specifies the interface address on which the back-end server listens.
This option applies only to the TCP/IP protocol suite and will be

ignored for UNIX Domain protocols.

- BE PORT server_port
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Specifies the port on which the back-end server will listen. The
Security Gate assumes that if server port begins with a slash
(/), it is a full path to a UNIX domain socket; otherwise it is a TCP
or UDP port number

SG_MODE [Stream| Dat agr am]

Specifies the type of sockets that the Security Gate will use. Specify
Stream for TCP or reliable UNIX domain sockets. Specify
Dat agr am for UDP sockets. The Datagram type is currently
unsupported for UNIX domain sockets.

SG SL sensitivity_ | abel

Specifies the SL at which the Security Gate will run. This value
must dominate the SLs specified for FE_SL and BE_SL.

SG_HOSTNAME i nt er f ace_addr ess

Specifies the interface address on which the Security Gate will
listen. This option applies only to the TCP/IP protocol suite and will
be ignored for UNIX domain protocols

SG_PORT port

Specifies the port on which the Security Gate will listen. The
Security Gate assumes that if port begins with a slash (/), itis a
full path to a UNIX domain socket; otherwise, it is a TCP or UDP
port number

You must specify logfile and pidfile for the Security Gate (and Authd), but
not for UDE or CGId.

SG_LOGFILE fil e_pat hname

Specifies the complete pathname of the file to which the Security
Gate will log its messages. There is no default.

SG_PIDFILE fil e_pat hname

Specifies the complete pathname of the file to which the Security
Gate will write its process ID when it starts up. There is no default.
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4.2.2 Optional Directives
« SG_TIMEOUT m ni nrumti meout seconds

Specifies the minimum number of seconds a socket must be inactive
before it can be closed. This option applies only to Datagram
sockets. timeouts are disabled if option set to zero or not specified.
m ni mumtimeout seconds can range from zero to 2% -1
seconds.

4.2.3 Security Gate Configuration Example

e ™
Legacy ||
App. ||= > Security Gate
\_ J

Figure 5. Security Gate between two processes.

In order to control the inter-process communications between a client
program and a server (see Figure 5), each program is set up to run at a
different sensitivity level. The client will run at "CONFIDENTIAL CLIENT"
while the server will run at "CONFIDENTIAL SERVER." In this manner,
neither program can read or write the other's files, regardless of the
discretionary access controls, and the only means of communication is via
the Security Gate. The server listens for a request on a UNIX domain socket
in /usr/ pitbull/sockets/server.socket. The client, on the other
hand, is configured to contact TCP port 4500 on the | ocal host interface.
A Security Gate configuration for this case may be as follows (not including
the numbers to the left):

1. <Security_Gate>

2. FE_SL CONFI DENTI AL CLI ENT

3. BE_SL CONFI DENTI AL SERVER

4. BE_PORT /usr/pitbull /sockets/server.socket
5. BE_Host name | ocal host

6. SG SL SECRET CLI ENT SERVER

7. SG Mbde Stream

8. SG Port 4500

9. SG _Host name | ocal host

10. | SG Logfile /usr/pitbull /1og/sg.log
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4.3

11. | SG Pidfile /usr/pitbull /log/sg.pid
12. | </ Security_Gate>

Lines 1 and 12 indicate the beginning and the end of the Security Gate
configuration within the configuration file.

Line 2 specifies the expected SL of incoming packets from the front-end
client.

Lines 3-5 describe the back-end server so that the Security Gate knows how
and where to contact it.

Lines 6-11 configure the Security Gate, the socket type, the listen port, the
hostname, the log file location, and the process ID file location.

Command Line Execution

You can execute a Security Gate by typing security gate at the
command line. However, doing so represents a security hazard and may
alter the successful operation of the program. For example, if an
administrator runs a Security Gate from the command line, the process will
inherit the administrator's authorizations, possibly granting it improper
access to system binaries. It is much safer to execute a Security Gate
through the execenv( 1) program ("Execenv Configuration" on page 53).

The Security Gate command, security_gate, supports the following
command line options:

- ~-f configuration file

This option specifies the location of the configuration file from
which the Security Gate is to draw its run-time configuration.

. -t tag
This option specifies the HTML-style tag that encompasses the

configuration data meant for this instance of the Security Gate:
<t ag> ...data...</ t ag>.
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Chapter 5: The Argus Secure CGI Module

I

~
Gibraltar System
; Web Security
Client INTERNET ASN UDEnforcer Gate CGID
J/

Figure 6. Placement of the CGI daemon.

5.1 Description

The main component of the Argus Secure Common Gateway Interface
Module (CGI) is the Argus CGI daemon (CGId). The CGId serves as a
means to separate the CGI functionality of a web server from the web
server itself. By using a Security Gate to broker communications between
CGId and the web server, both components can be compartmentalized to
prevent and limit losses in the event of a web server compromise (Figure
6). Compartmentalization using mandatory access controls (MAC) ensures
that exploits on the web server cannot affect secure operations of CGI
scripts.

When started, CGId automatically detaches from the controlling terminal
and puts itself into the background. Once it has done so, it listens on a port
as specified in the configuration file and waits for requests from a web
server. When CGId receives a request, it sets environment variables
according to directives in the configuration file and invokes the CGI script.
The output is then returned to the web server.

The Argus CGI daemon requires that the CGI package be linked into the
web server. This package intercepts all CGI requests and forwards them to
the Security Gate, which in turn redirects the request to the CGI daemon.
After execution of the script, the CGI daemon returns the script output to
the Security Gate, which sends it to modules within the web server and
then back to the client's browser.
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5.2 Set up Plugin Modules

The CGI daemon interacts with the web server through the use of Argus-
provided plugin modules to the web server. Currently, CGId supports
Apache 1.3.x, IPlanet 4.x (Solaris only), Stronghold 2.4.2 (Solaris only),
and WebSphere 3.0.2 Advanced (AIX only). In addition to handling
ongoing communication between the web server and CGId, the plugin
modules  modify  four  environment  variables: PATH | NFO,
SCRI PT_FI LENAVE, PATH TRANSLATED, and SCRI PT_NAME. The
modified variables cause the CGI daemon to look for CGI scripts in th e
CGId DOCUMENT_ROOT rather than the DOCUMENT _ROOT of the web
server.

Once the plugins are in place, all communication with the web server and
CGI files must go through the CGI daemon. Furthermore, CGI files must be
placed in the CGId DOCUMENT_RQOOT directory.

You must manually make changes to web server configuration files in order
for the plugin modules (and therefore CGId) to work. These changes are
required; they are not part of the PitBull Foundation Suite installation
scripts. You must make these changes for each separate instance of a web
server on your site. After making the changes, restart the server.

5.2.1 Plugin Modules for Netscape (Solaris only)

1. In the file
server _root /https-server _nane/ confi g/ obj.conf add
the following lines just before the tag <Obj ect
name="def aul t " >:

Init fn="I|oad-nodul es" shli b= (line continues)
"1i b _path/argus_cgi _nodul e. so" (line continues)
funcs="arguscgi _init,arguscgi _service"

Init fn="arguscgi _init"

where | i b_pat h is the full path to the directory containing
the cgi module (argus_cgi _nodul e. so). The default
installation of the modules is /usr/ pitbul | / modul es/
net scape/ . server_root is the full path to the directory
in which Netscape Enterprise Server was installed.
server _nane is the name chosen when the instance of the
web server is created.

2. Just below the <bj ect name="def aul t "> tag, add
Servi ce nmet hod=( GET| POST) type=arguscgi (line
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continues)

f n=ar guscgi _servi ce host="host" port="port"
Service fn="arguscgi _service" type= (line
continues)

"magnus-internal/cgi" host="host" port="port"

where host and port are the names of the host and port on
which the CGI module (or the Security Gate, for brokered
communications) listens.

3. In the file
server _root/https-server _name/config/m nme.types, add
the following lines to the end of the file:

t ype=ar guscgi ext s=ar guscgi
t ype=ar guscgi ext s=ext

where ext is a file extension that you wish CGId to handle, such as
pl or exe. The extension cgi is automatically routed, so it does not
need to be listed. You can list multiple extensions per line, separated
by commas:

type=ar guscgi ext s=ext,ext 2
5.2.2 Plugin Modules for Apache and Stronghold

This procedure and the corresponding module were designed to work with
Apache 1.3.x.

5.2.2.1 Build a Loadable Web Server

The Argus CGI Module for Apache is a dynamically loaded object (DLO).
Therefore, you must compile nmod_so into the htt pd binary. See if this
has been done:

% bin/httpd - |

If mod_so is compiled in, it shows in the output of this command. If the
module is loaded, skip ahead to the next section. If it is not loaded,
recompile the ht t pd server as follows:

1. Edit the file sr ¢/ Conf i gur ati on. t npl and uncomment the line:
AddModul e nodul es/ st andar d/ nod_so. o

2. Run configure with these options:

% ./configure —prefix=/PathTol nstall
where Pat hTol nst al | is the directory where Apache is installed.

3. Build the binaries:
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% make
4. Install the binaries:
% make i nstall

Confirm that the module was included by running htt pd -1 as described
above.

5.2.2.2 Loading the Argus CGI Module
Replace i nst al | di r with the directory in which Apache was installed.

1. Copy the CGI module, /usr/pitbull/nmodul es/apache/
nod_cgi _secure.so,totheinstalldir/libexec directory.

2. There are two sections in the i nstalldir/conf/httpd. conf
file that you will need to edit:

5.In installdir/conf/httpd.conf, there should be a list of
modules that are loaded at runtime. They all begin with the
LoadMbdul e directive. Add the following line at the end of this list:

LoadMobdul e cgi _secure_nodul e installdir/libexec/
nmod_cgi _secure. so

(Step b applies to Apache only. Ignore for Stronghold.)

6. Following the list of LoadModul e directives, there should be a list
of AddModul e directives. Add the following line to the end of the
AddModul e list:

AddMbdul e nod_cgi _secure.c

5.2.2.3 Configuring the Argus CGI Module

At this point, the web server executes and loads the CGI module. For the
changes to work, you must also configure the web server to route desired
requests to it. Make the following changes to installdir/conf/
htt pd. conf:

1. Disable Apache's CGI. The Scri pt Al i as directive tells Apache that
a specific directory in a URL translates into a directory on disk and
that the files within this directory are executable. To disable
Apache's CGI, change the Scri pt Al i as directive to Al i as. This
way you maintain the directory structure, but Apache will not
execute these files.

2. Configure the web server to route desired requests to the CGI
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5.3

daemon with the Directory directive. For example, using the
following configuration will route any request for / cgi - bi n/ * to
the CGI module

<Directory "installdir/cgi-bin">
Set Handl er secure-cgi-script

Cgi SecWebServer host port
</Directory>

host is the hostname of the Security Gate that connects to CGId. port is
the TCP port number that Security Gate listens on. If port is a UNIX
domain socket, then host is ignored; however, host is required
regardless.

If the Di r ect ory directive for cgi - bi n already exists in htt pd. conf,
add the SetHandl er and Cgi SecWebServer directives rather than
creating a new entry.

The directory where CGId expects to find CGI scripts is offset from the
DOCUMENT_RQOOT of CGId by the path of the Di r ect ory directive. In the
above example, if CGId is configured with a DOCUMENT_ROOT of / usr/
pi tbull/cgid, then CGId will try to execute scripts in /usr/
pi tbul | /cgid/cgi-bin.

After configuration, the module sends all requests for / cgi - bi n/ * to the
Security Gate at host and port.

CGld Configuration

For the basics of configuring Foundation Suite packages, read
"Configuration Files " on page 6.

The CGI script to be run must be on the same machine as the CGI daemon.

The default CGId configuration file is
/etc/security/gibraltar.conf. By default, CGId data is contained
within a <C3E D> </CA D> tag pair in the configuration file. To access
configuration data, the CGId must have DAC and MAC read permission on
the configuration file.

You can specify an alternative configuration file location with the -f option
of the cgi d(1) command.

You can also specify alternative configurations by using a tag pair other
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than <CQA D>. To specify the alternative configuration, use the -t option
of the cgi d(1) command. (Example: cgid -t nytag.)

5.3.1 Required Directives

HOST host nanme

This is the machine name on which the web server listens. Can be
either an IP name or an IP number. Ignored if using a UNIX domain
socket for the port

PORT port

This is the port on which the CGI daemon listens. If the port begins
with a forward slash (/ ), then CGId assumes that the port is a full
path to a UNIX domain socket. Otherwise, it assumes that port is a
TCP port number.

DOCUMENT _ROOT pat h

pat h specifies the directory from which CGId executes CGI scripts.
pat h must be an absolute path.

5.3.2 Optional Directives

PREENV [ nanme =val ue [nane =val ue...]]

CGId supplies any values listed to the CGI script to be executed. If
the web server sends environment variables with the same name to
the script, the variables sent by the web server take precedence.

POSTENV [ nane =val ue [nanme =value ...]]

CGId supplies any values listed to the CGI script to be executed. If
the web server sends environment variables with the same name to
the script, the variables supplied by CGId take precedence.

LOGFI LE file

cgi d will log any errors to fi | e. If not specified, it defaults to /
usr/pitbull/1og/cgid.]| og.

PIDFILE file
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fil e specifies where cgi d will log its process ID on startup. If not
specified it defaults to / usr/ pi tbul I /| og/ cgi d. pi d.

5.3.3 CGId Configuration Example

5.4

CGId is connected to a web server via the Security Gate in order to run
each process in its own compartment. The setup is shown in Figure 7.

4 2\
Web .
Security Gate CGID
\. J

Figure 7. Placement of the CGI daemon in this example.

In the CGI daemon's configuration file, the following lines would be a
typical setup (minus the numbers to the left):

1. | <Cd D>

2. | PORT /usr/pitbull /sockets/cgid.socket
3. | HOST | ocal host

4. | DOCUMENT_ROOT /usr/pitbull /cgid

5. | PIDFILE /usr/pitbull /log/cgid.pid

6. | LOGFI LE /usr/pitbull /log/cgid.|og

7. | </ CA D>

Lines 2 and 3 define how the Security Gate will contact CGId with a
request. Since the port in line 2 is a full UNIX path to a socket, the system
ignores the hostname in line 3.

Line 4 specifies the directory from which CGId will serve CGI scripts.

Lines 5 and 6 give the location of the pidfile and the logfile, respectively.

Command Line Execution

You can execute the CGId by typing cgi d at the command line. However,
doing so represents a security hazard and may alter the successful
operation of the program. For example, if an administrator runs CGId from
the command line, the process will inherit the administrator's
authorizations, possibly granting it improper access to system binaries. It is
much safer to execute CGId through the execenv( 1) program (page 52).
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The CGI daemon command, cgi d(1), supports the following optional
command line arguments:

- -f configfile

All runtime configuration directives come from this file. If this
option is not specified, the CGI daemon uses the default file /
etc/security/gibraltar. conf.

. -t tag

Data in the configuration file pertaining to this instance of cgi d
are marked with this tag. The tag is designed in HTML fashion with
the data surrounded by <t ag> and </t ag>.

« -ddirectory

This option specifies the directory from which CGI scripts should be
run. This overrides the DOCUMENT ROOT option in the
configuration file.

- -l logfile

| ogfi |l e is the location of the file to write errors to. This option
overrides the LOGFI LE option in the configuration file. The default
is/usr/pitbull/log/cgid.log.

« -p pidfile

The CGI daemon's process ID is written to this file. This option
overrides the Pl DFI LE option in the configuration file. The default
is/usr/pitbull/log/cgid.pid.

. -D

This option puts cgi d into debug mode. This feature keeps the CGI
daemon in the foreground. It accepts only one connection, and all
information exchanged between itself and the Security Gate is
printed on st derr.
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Chapter 6: The Argus Secure
Authentication Module

6.1 Description

The main component of the Argus Secure Authentication module is the
Authentication daemon (Authd). Its purpose is to place the authentication
responsibilities of the web server into its own compartment, in order to
restrict access to the sensitive information typically involved in user
authentication. PitBull Foundation Suite assumes that the task of
authenticating a user is performed by one or more programs running on
the same machine as Authd. Argus does not provide these authentication
programs as part of the PitBull Foundation Suite package.

When started, Authd automatically detaches from the controlling terminal
and puts itself in the background. Afterwards, it listens on a socket as
specified in the configuration file and waits for requests from a web server.
When Authd receives a request, it executes an authentication script, also
specified in the configuration file. If the return value of the script is zero,
Authd creates an HTTP header that travels back to the client browser. The
header causes the client browser to set a cookie in its memory, and the
client browser sends that cookie to the UDEnforcer with each subsequent
packet. This cookie is a hashed value generated with the RSA Data
Security, Inc. MD5 Message-Digest Algorithm.

For the cookie to be directed from the client back to the UDEnforcer, the
Authd configuration file must contain the URL of the UDEnforcer. When
the UDEnforcer receives the cookie from the client, the UDEnforcer
compares the cookie to the servers listed in its AUTH rules. If there is a
match, the UDEnforcer promotes the client to the back-end web server
specified in the AUTH rules. The UDEnforcer does this for each packet until
the cookie times out. For authentication to work, the UDEnforcer and
Authd must have corresponding AUTH rules in both of their configuration
files.

If the authentication script returns any value other than zero, the user
receives an error page, also specified in the configuration file.

The cookie is never stored in permanent memory on the client machine.
Once a client is promoted to a different server, clicking the browser's BACK

key will produce an error message. This is because BACK will attempt to
return to a page on the authentication server (Web Server 1 in Figure 9),
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while the UDEnforcer will redirect the request to the new server, which
does not have that page.

Use of the Argus Authentication daemon requires that the authentication
nodul e be linked into the web server to which the UDEnforcer sends
authentication requests. The authentication module intercepts all requests
that end with the extension configured in the M ME.types file and
forwards them on to a Security Gate, which in turn redirects the request to
the Authentication daemon. See Figure 8.

Gibraltar System

; Web Security
Client INTERNET ASN UDEnforcer Gate AUTHD

Figure 8. Placement of Authd.

6.2 Set up Plugin Modules

The Authentication daemon interacts with the web server through the use
of Argus-provided plugin modules to the web server. Currently, the plugin
modules are available for Apache 1.3.x, IPlanet 4.x (Solaris only),
Stronghold 2.4.2 (Solaris only), and WebSphere 3.0.2 Advanced (AIX
only). In addition to handling ongoing communication between the web
server and Authd, the plugin modules modify four environment variables:
PATH_I NFO, SCRI PT_FI LENANME, PATH_TRANSLATED, and
SCRI PT_NAME. The modified variables cause the authentication daemon
to look for authentication scripts in the Authd DOCUMENT_ROOT rather
than the DOCUMENT _ROOT of the web server.

Once the plugins are in place, all communication with the web server and
authentication files may go through the authentication daemon.
Furthermore, authentication files must be placed in the Authd
DOCUMENT_ROOT.

You must manually make changes to web server configuration files in order
for the plugin modules (and therefore Authd) to work. These changes are
required; they are not part of the PitBull Foundation Suite installation
scripts. You must make these changes for each separate installation of a
web server on your site. After making the changes, restart the server.
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6.2.1 Plugin Modules for Netscape

1. In the file server root/https-server_nanme/
confi g/ obj . conf, find the tag <Obj ect nane="defaul t">
located towards the beginning of the file. Just above it, add the

lines:
I nit fn="| oad-nbdul es" (line continues)
shli b="1ib_path/argus_aut h_nodul e. so" (line
continues)

funcs="argusaut h_init, argusaut h_servi ce"

Init fn="argusauth_init"
where | i b_pat h is the full path to the directory containing the au-
thentication module (ar gus_aut h_nodul e. so). The default in-
stallation of the modules is /usr/pitbull/nodul es/
net scape/. server root is the full path to the directory in

which Netscape Enterprise Server was installed. server nane is
the name chosen when the instance of the web server is created.

2. Just below that same tag, add the line:

Servi ce nmet hod="(CET| POST)" type="auth" (line

continues)
fn="argusaut h_servi ce" host="host"
port="port"

host and port are the name of the host and the port to which the
authentication module (or the Security Gate, for brokered
communications) listens.

3. Also, add the following line to the bottom of the file
server _root/ https-server_nanme/ confi g/ m ne.types:

t ype=aut h ext s=ext

where ext is the file extension chosen for the URL destined to be
serviced by the authentication module. For example, html is the
extension for the URL http://www.company.com/index.html.

6.2.1.1 Example Web Server Configuration File

This example is server root/htt ps-
server _nane/ confi g/ obj.conf:

: (for clarity, some lines not shown)
Init fn=load-types m ne-types=m ne.types

. (for clarity, some lines not shown)
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Init fn="CM.Init" webconfig="/usr/netscape/ (line continues)
sui t espot/ htt ps- phant onf confi g/ webpub. conf"”

: (for clarity, some lines not shown)

#

# Exanple entries

# Entry for Authd

Init fn="1oad-nodul es" shlib="/usr/pitbull/ (line

continues)

nodul es/ net scape/ argus_aut h_nodul e. so" (line continues)
funcs="argusaut h_init, argusaut h_service"

Init fn="argusauth_init"
# Entry for Cgid
Init fn="1oad-nodul es" shlib="/usr/pitbull/ (line

continues)

nodul es/ net scape/ argus_cgi _nodul e. so" (line continues)
funcs="arguscgi _init,arguscgi _service"

Init fn="arguscgi _init"

<(bj ect nane=defaul t >

#

# Exanple Entries

# Entry for CGd - CAd (or the security gate which
# brokers the data)

# listens on | ocal host port 8000.

Servi ce nmet hod=( GET| POST) type="arguscgi" (line continues)
fn="arguscgi _service" host="1Iocal host" port=8000

Service fn="arguscgi _service" type= (line continues)
"magnus-internal /cgi" host="I|ocal host" port=8000

#

# Exanple Entries

# Entry for Authd - Authd (or the security gate which
# brokers the data)

# listens on | ocal host port 8000.

Servi ce nethod="(CGET| POST)" type="auth" (line continues)
f n="ar gusaut h_servi ce" host="1ocal host" port="8000"

NaneTrans fn=pfx2dir fronme/ ns-icons (line continues)
di r="/usr/ netscape/ sui tespot/ns-icons"
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NaneTrans fn=pfx2dir frome/ nc-icons (line continues)
di r="/usr/ netscape/ sui tespot/ns-icons"

(for clarity, some lines not shown)

Service fn="CM St opRev" net hod=" STOPREV"

Servi ce nmet hod=( GET| HEAD) type= (line continues)
*~magnus-internal /* fn=send-file

AddLog fn=fl ex-l1og nanme="access"
</ bj ect >

(for clarity, some lines not shown)
<(bj ect nane="agents">
(for clarity, some lines not shown)

</ bj ect >

6.2.1.2 Example mime.type File

This example is server root/htt ps-server _name/ confi g/
m me. types:

#- - Net scape Communi cati ons Corporation M ME I nformation
# Do not delete the above line. It is used to identify
# the file type.

t ype=appl i cati on/ octet-stream exts=bin

t ype=appl i cati on/ ast ound
ext s=asd, asn

(for clarity, some lines not shown)

t ype=appl i cati on/ x- x509-emui | - cert ext s=ecert
t ype=ar guscgi ext s=ar guscgi
t ype=ar guscgi ext s=pl

t ype=aut h ext s=aut h
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6.2.2 Plugin Modules for Apache and Stronghold

This procedure and the corresponding module were designed to work with
Apache 1.3.x.

6.2.2.1 Build a Loadable Web Server

The Argus Authentication Module for Apache is a dynamically loaded
object (DLO). Therefore, you must compile nod_so into the ht t pd binary.
See if this has been done:

% bin/httpd -

If mod_so is compiled in, it shows in the output of this command. If the
module is loaded, skip ahead to the next section. If it is not loaded,
recompile the ht t pd server as follows:

1. Edit the file src/ Configuration.tnpl and uncomment the
line: AddModul e nodul es/ st andar d/ nod_so. o

2. Run configure with these options:

% ./configure —prefix=/install path
where i nst al | pat h is the directory where Apache is installed.

3. Build the binaries:
% make

4. Install the binaries:
% make install

Confirm that the module was included by running htt pd -1 as described
above.

6.2.2.2 Loading the Argus Authentication Module
Replace i nst al | di r with the directory in which Apache was installed.

1. Copy the Authd module, /usr/pithbull/nmodul es/apache/
nod_aut h_secure. so,totheinstalldir/libexec directory.

2. There are two sections in the i nstall dir/conf/httpd.conf file
that you will need to edit:

a. In installdir/conf/httpd.conf, there should be a list of
modules that are loaded at runtime. They all begin with the
LoadMbdul e directive. Add the following line at the end of this list:

LoadMbdul e auth_secure_nodule installdir/libexec/
nmod_aut h_secure. so
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(Step b applies to Apache only. Ignore for Stronghold.)

b. Following the list of LoadMbdul e directives, there should be a list of
AddMbdul e directives. Add the following line to the end of the
AddModul e list:

AddModul e nmod_aut h_secure. c

6.2.2.3 Configuring the Argus Authentication Module

6.3

At this point, the web server executes and loads the authentication module.
For the changes to work, you must also configure the web server to route
desired requests to it. Add the following lines to the end of ht t pd. conf :

AddHandl er secure-auth-script .auth
Aut hSecWebSer ver host port

host is the hostname of the Security Gate that connects to Authd. port is
the TCP port number that Security Gate listens on. If port is a UNIX
domain socket, then host is ignored; however, host is required
regardless.

After configuration, the module sends all requests for authentication to the
Security Gate at host and port.

Authd Configuration

The authentication script to be run must be on the same machine as the
Authentication daemon.

For the basics of configuring Foundation Suite packages, read
"Configuration Files " on page 6.

The default Authd configuration file is / et ¢/ security/

gi bral t ar. conf. By default, Authd data is contained within a <AUTHD>
</ AUTHD> tag pair in the configuration file. To access configuration data,
the Authentication daemon must have DAC and MAC read access to the
configuration file.

You can specify an alternative configuration file location with the -f
option of the aut hd( 1) command.

You can also specify alternative configurations by using a tag pair other



42

PitBull Foundation Suite 4.1-6.0 Administration Guide

than <AUTHD>. To specify the alternative configuration, use the -t option
of the aut hd( 1) command. (Example: aut hd -t nytag.)

6.3.1 Required Directives

The configuration file directives given below are mandatory, with the
exception that the HOST directive is optional only when PORT is a UNIX
domain socket.

HOST host nanme

This is the machine name on which the Authentication daemon
listens. HOST can be either an IP name or an IP number. HOST is
ignored if using a UNIX domain socket for the port.

PORT por t

This is the port on which the Authentication daemon listens. If the
port begins with a forward slash (/ ), then Authd assumes that the
port is a full path to a UNIX domain socket. Otherwise, it assumes
that port is a TCP port number.

DOCUMENT ROOT pat h

pat h specifies the directory from which Authd executes
authentication scripts. pat h must be an absolute path.

You must specify logfile and pidfile for the Authd (and Security Gate), but
not for UDE or CGId.

LOGFILEfil e

aut hd will log any errors to file.

PIDFILEfil e

fil e specifies where aut hd will log its process ID on startup.
ERRORFILE fil enane

Specifies the HTML file returned to the client on bad requests or
incorrect logins. If this is a relative path, it will be appended to

DOCUMENT ROOT. There is no default for this option. The error
file may use any suffix.
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(CC field: Error File)
AUTH fil e {host tcp port | uds port}dest sl dest url

AUTH defines the web servers for which Authd is to authenticate
users (i.e., which web server a user is allowed to access) and which
executable file to use to do so. AUTH can occur an unlimited
number of times.

file is any executable that returns zero (0) on success and
anything else on failure. This file must have the . aut h extension.
The scripts used by Authd should be written in the traditional CGI
script format. The name of the file should include its path relative
to DOCUMENT ROOT.

(CC Field: File Name)

host is the machine name of the web server to which the client
will be promoted on successful authentication. host can be either
an IP name or an IP number. host is ignored if using a UNIX
domain socket for the port.

(CC field: Host Name)

t cp_port is the TCP port number on which the promoted-to back-
end web server listens.
(CC field: Port)

uds_port is an absolute path to the UNIX domain socket on which
the promoted-to back-end web server listens.
(CC field: Port)

dest sl specifies the SL at which future requests will be written to
the promoted-to back-end server after successful authentication.
(CC field: Dest SL)

dest url is the URL to which clients are redirected after
successful authentication. Normally this is the URL of the
UDEnforcer. This URL can include a path. If so, the request will be
promoted to that path on the back-end web server.

(CC field: URL)
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6.3.2 Passing Login Data from a Web Server to Authd

An HTML form can be used by a web server to present a login screen to a
user and to pass the necessary data from the login screen to an
authentication script. The HTML form references the authentication script
by name in its ACTION directive. On submission by the user, the script
receives the data from the form in the QUERY STRING environment
variable if it is a GET, or from standard input if it is a POST. Remember
that all authentication scripts must use the .auth extension, and they
should be written in standard CGI script format.

A simplified version that only asks for name and passwords follows.
However, data from any number of INPUT tags can be passed on to the
authentication script specified in the ACTION directive.

<HTM_>
<HEAD>
<TI TLE>Exanpl e of a Login Screen</TITLE>
</ HEAD>
<BODY>
<FORM ACTI ON="/1 ogi n. aut h" METHOD=POST>
<CENTER>
<H3>Exanpl e Logi n Screen</ H3>
<TABLE>
<TR>
<TD> User: </ TD>
<TD><I| NPUT TYPE=TEXT SI ZE=30
NAME="user " ></ TD>
</ TR>
<TR>
<TD> Passwor d: </ TD>
<TD><I NPUT TYPE=PASSWORD SI ZE=30
NAME=" passwor d" ></ TD>
</ TR>
</ TABLE>
<I NPUT TYPE=SUBM T VALUE="LOG N'>
</ CENTER>
</ FORW>
</ BODY>
</ HTM.>

For this example to work, the AUTH directive in the Authentication
daemon's configuration file must specify | ogi n. aut h as its authentication
filename.
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6.3.3 Authd Configuration Example

The Authentication daemon is normally placed behind a default web server
to which a client is promoted before being authenticated. This allows for
the web server to present a login screen to the user and to pass relevant
login information back to the Authentication daemon, which passes it on to
an authentication script.

4 )

Security Gate AUTHD

UDEnforcer

Figure 9. Authentication daemon example.

In this example, as shown in See Figure 9, unauthenticated clients connect
to web server 1, which operates at CONFIDENTIAL A, but they must be
authenticated to access web server 2, which runs at CONFIDENTIAL B. The
Authentication daemon's configuration file could look like this (except for
the numbers on the left):

<AUTHD>

HOST | ocal host

PORT 6001

DOCUMENT_ROOT /usr/ pi tbul | /aut hd
LOGFI LE /usr/pitbul |l /1 og/authd. | og
PI DFI LE /usr/pitbul |l /1 og/authd. pid

ERRORFI LE error. htni

AUTH aut henti cate. auth | ocal host
7001 " CONFI DENTI AL B" https://ww. w dgets.com

</ AUTHD>

0 ©® N A WDh =

Lines 1 and 9 mark the start and finish of the Authentication daemon's
configuration in this file.

Lines 2 and 3 tell the daemon to listen on port 6001 of the | ocal host
interface for connections.

Line 4 specifies where the authentication scripts reside.



46

PitBull Foundation Suite 4.1-6.0 Administration Guide

6.4

Lines 5 and 6 specify the | ogfi | e and pi df i | e locations, respectively.

Line 7 states that upon an error or incorrect login, the file /usr/
pi t bul | /aut hd/ error. ht m will be returned to the client.

Line 8 specifies what program will be used to authenticate the user
(/usr/pitbull/authd/ aut henticate.auth), the back-end web
server to which clients can be promoted (localhost 7001), and the URL to
redirect the request  to upon successful authentication
(https://widgets.com, which is the URL of the UDEnforcer in this
example).

For this example to work, the UDEnforcer must be in HTTP mode with
cookies turned on, and the following line must appear in the UDEnforcer
configuration file:

AUTH | ocal host 7001 " CONFI DENTI AL B"

Each AUTH directive in the authentication daemon's configuration must
have a corresponding AUTH line in the UDEnforcer's configuration.

Command Line Execution

You can execute the Authentication daemon by typing authd at the
command line. However, doing so represents a security hazard and may
alter the successful operation of the program. For example, if an
administrator runs Authd from the command line, the process will inherit
the administrator's authorizations, possibly granting it improper access to
system binaries. It is much safer to execute Authd through the execenv
(1) program (page 53).

The Authd command, authd(1), supports the following optional
command line arguments:

. ~-f configfile

This option names the configuration file for aut hd. The default is
/etc/security/gibraltar.conf.

« -p pidfile

The file to which aut hd will record its process ID. The default is
[usr/pitbull/l og/authd. pid.

« -l logfile
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The file to which aut hd will log errors. The default is
[usr/pitbull/log/authd.l og.

-t tag

The HTML-style tag that surrounds the data in the configuration
file that pertains to this instance of aut hd. tag is used in this
manner:

<t ag>...data... </tag>.

-d docunent root

All executable files used to authenticate users must use this as their
root directory. This option overrides the configuration file
DOCUMENT ROOT directive. There is no default value for this
option, so it must be defined either on the command line or in the
configuration file.
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Chapter 7: TOpenSSH--Trusted Open
Secure Shell

7.1

7.2

7.3

Introduction

In PitBull Foundation Suite products sold in the United States, secure
remote administration may be performed through SSH (Secure Shell)
(ssh). This method of communication reduces the risk of other users
intercepting network administration data prior to its delivery to the
destination system.

SSH Functionality Overview

TOpenSSH employs a client/server architecture. The server runs a daemon,
sshd(8), and the client runs the client version of ssh(1). The server
daemon, sshd has been altered specifically for PitBull Foundation Suite.
TOpenSSH uses RSA and DSA public/private key authentication to ensure
that the client identification can be trusted.

Since sshd( 8) is a trusted application, it can accept connections with SLs
other than the SL at which it operates. Therefore, as long as ASN allows
traffic to connect to the sshd(8) port, SSH can make a connection.

Using the ssh(1l) command, you can connect at any sensitivity level
within the minimum clearance and maximum clearance of your account on
the server machine.

The unaltered sshd runs with root privileges (ui d=0). On the PitBull
Foundation Suite system, sshd runs as user nobody with an SL of
SYSTEM_HIGH. sshd has only enough privileges to function properly, and
drops any extra privileges immediately after the connection from the
remote host has been made.

Detailed technical information is available on the ssh( 1) man page.

TOpenSSH Enhancements and Supported
Features

+ The TOpenSSH daemon runs at the SYSTEM HIGH SL. It can
accept any connection at any SL as long as ASN permits the
connection. Data is written back to the network at the same label
that it arrived.
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« Only a user with the SSHD authorization can launch the
TOpenSSH daemon.

+ The TOpenSSH daemon removes privileges from its effective and
maximum privilege sets when they are no longer needed. It will
also remove privileges inherited from its parent process (like
PV_RQOOT) if it is not running in debug mode.

« The TOpenSSH daemon sets the minimum clearance, maximum
clearance, and effective SL of the user's login shell based upon
the user's entry in the clearance database.

« The TOpenSSH daemon allows clients to specify the effective SL
of a session, subject to the user's minimum and maximum
clearance as specified in the clearance database.

« The TOpenSSH daemon sets the shell's Limiting Authorization
Set (LAS).

« The TOpenSSH daemon only allows authorized users to login to
the system.

« The TOpenSSH daemon supports RSA public/private key,
Rhosts, RSA Rhosts, and Password Authentication.

« The TOpenSSH daemon audits login successes and failures using
the operating system's native auditing system for all supported
Authentication Algorithms.

+ The TOpenSSH daemon supports terminal locking.

« The TOpenSSH daemon supports account locking for Password
Authentication. All supported Authentication Algorithms will
reject an attempt to log in to an account that is locked. However,
only Password Authentication failures will count as failed login
attempts, and only Password Authentication will lock an account
if there has been too many failed login attempts.

« The TOpenSSH daemon supports Authentication Agent, X11, and
Port forwarding.

« The TOpenSSH daemon allows clients to connect using IP
options. This allows TOpenSSH to accept connections from other
PitBull Foundation Suite machines using CIPSO or RIPSO.

« The TOpenSSH Authentication Agent programs allow a user to
use multiple authentication agents when using multiple sessions
at different SLs.



50

PitBull Foundation Suite 4.1-6.0 Administration Guide

7.4

74.1

7.4.2

7.5

TOpenSSH Initial Configuration
Startup

The i ni t process executes the TOpenSSH daemon during system boot. If
possible, the daemon is started after the System Resource Controller is
started. If the installer was not able to find the System Resource Controller
in /etc/inittab, then the TOpenSSH daemon is the last program
executed by the i ni t process during system boot.

SSH Host Key

A new host key is generated for the host during package installation. It is
stored in the file / et ¢/ openssh/ ssh_host _key. This key is removed if
the TOpenSSH packages are removed from the system. Since this key
identifies the host to other SSH clients, you may want to make a backup
copy of this key. Be sure to keep the key secret; otherwise, other machines
on the network may be able to spoof the server's IP address.

Specifying the SL of the Connection

PitBull Foundation Suite has altered sshd to recognize the - e option of
ssh(1) as the desired SL of the user. Except for the altered - e option, all
other command line and configuration file options are the same as
described in the ssh(1) man page. Here is the general format:

|% ssh -1 "user_nane [-e effective_SL]" server_name |

For example, if user t est er has a maximum clearance of CONFIDENTIAL
COMP_A and a minimum clearance and default effective SL of IMPL_LO,
on a machine named f or t knox, then t est er could log in to f or t knox
from a different trusted host with the command:

|% ssh -1 "tester -e public conp_a" fortknox |

The t est er login process on f or t knox then runs with an effective SL of
PUBLIC COMP_A. Without the - e option, t est er's login process would be
assigned IMPL LO (the default effective SL) as the effective SL. It is still
possible to use non-Argus SSH clients with the -e option.
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7.6 AIX Auditing

Under AIX, the TOpenSSH daemon generates the USER_Logi n audit event
to record login attempts. Each supported form of authentication generates
audit records to log the authentication attempt. Each authentication
attempt counts as one attempt to log in. Hence, if a client attempts to use
RSA Authentication and fails, and then successfully authenticates using a
password, then two audit records are generated: one for the RSA
Authentication and one for the Password Authentication.

To enable auditing for TOpenSSH, the user nobody must belong to an
audit class that contains the USER Logi n audit event. Typically, a new
audit class would be created in the / et ¢/ securi ty/ audi t/ confi g file,
and then the nobody user would be added to that audit class within the
same file.

An example / et ¢/ security/ audi t/confi g file would look something

like this:
start:
bi nmode = on
st reamode = of f
bi n:
trail = /audit/trai
binl = /audit/binl
bin2 = /audit/bin2
bi nsi ze = 10240
cnds = /etc/security/audit/bincnds
stream
cnmds = /etc/security/audit/streancnds
cl asses:
Login = USER Login
users:
nobody = Login

To restart the TOpenSSH daemon so that it audits events, you can use the
following commands:

% /etc/rc. opensshd stop
% /usr/sbin/faudit start
% /etc/rc. opensshd start

For more information about auditing, please refer to the AIX
documentation.
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Chapter 8: The Argus Secure Program
Launcher

8.1

8.1.1

8.1.2

Description

The purpose of the Argus Secure Program Launcher (called Execenv for
"Execute environment) is to allow system administrators to create startup
and shutdown scripts for programs that need to execute at a specific
sensitivity level, without requiring that those scripts be run by users with
powerful authorizations (such as ISSO).

Execenv uses a database stored at the SYSTEM HIGH SL to determine how
to execute a program. Each entry in the Execenv database, /et c/
security/ execenv. conf, informs Execenv how to execute one
program. The execenv command line argument is a tag that tells Execenv
which entry in the database to use.

The Execenv program is capable of running programs that require
interactive input, even if the program turns off terminal echoing. This
allows Execenv to execute programs that require passwords.

Execenv will wait a specified number of seconds after executing the
program to see whether it has any output (such as a password prompt). If
the specified delay expires before any executed program sends any output,
then Execenv puts the executed program in the background and exits.

Authorizations

The Execenv program requires either ISSO or EXECENV authorization.
Additionally, the Execenv entry referenced by the specified tag may require
the user to have additional authorizations, if any are specified in the
Execenv configuration file.

Where Execenv is useful

A web server in a particular installation should run at the sensitivity level
CONFIDENTIAL WEBSERVER. The system administrator decides to write a
shell script to launch the web server:

#!/ bi n/ sh

/thin/setpsl -a "CONFlI DENTI AL WEBSERVER' $$
/tbin/setppv -a PV_ROOT $$

[ opt/ webserver/start_web_server
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The problem with this script is that the set psl and set ppv commands
require very powerful authorizations. If the site has a dedicated web server
administrator who maintains the web server and nothing else, the system
administrator must give the web server administrator authorizations much
more powerful than the web server administrator really needs.

execenv( 1) can fix this problem. The system administrator can create an
entry in the execenv. conf database that executes the web server at the
sensitivity level CONFIDENTIAL WEBSERVER even if the user executing
the execenv program has only the WEBADMIN authorization. In this way,
the web server administration can use execenv to execute the web server
without having the powerful ISSO authorization.

8.2 Execenv Configuration

The default Execenv configuration file is /etc/security/
execenv. conf. Data within each <t ag> </t ag> pair describes how to
execute one command. There is no default <t ag> value for Execenv. You
must specify on the command line which set of configuration data to read.

The format of each line in / et ¢/ securi ty/ execenv. conf is:
i temval ue [val ue...]

If val ue contains spaces, it can be placed within quote marks ().

8.2.1 Required Directives

. User user |ID

This is a mandatory item that specifies the user ID that the
command will have when it is executed. The value can either be
expressed as a numeric user ID or a valid user name.

« Goup group I D

This is a mandatory item that specifies the group ID that the
command will have when it is executed. The value can either be
expressed as a numeric group ID or a valid group name.

- SL sensitivityl abel
This is a mandatory item that specifies the SL that the command

will have when it is executed. The label must be surrounded by
double quotes if it has any blank spaces in it.
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Del ay nunmber of seconds to delay exit

This is a mandatory item that specifies the number of seconds that
execenv should wait for output from the command before exiting.
execenv sets up a pseudo terminal between itself and the
executed program. If execenv does not receive any output from
the executed program after the specified number of seconds, then
execenv exits and leaves the program running in the background.
The delay value must be one second or greater.

Command pat hnane [ar gunent s...]

This is a mandatory item that specifies the complete pathname of
the executable program followed by any command line arguments
to the command. pat hname must be a complete pathname, or
execenv will refuse to execute the command.

8.2.2 Optional Directives

Aut hori zati on [aut hori zation...]

This item is an optional list of extra authorizations needed by the
user to execute the command listed in this entry. Zero or more
authorizations can be listed. If no authorizations are listed, or if this
item is omitted, then no extra authorizations are required to
execute this command. Multiple authorizations must be separated
by spaces.

Opti ons [All owArgs] [ NoPseudoTer m nal ]

The Options directive allows the administrator to specify special
conditions under which the command should be executed.

Al | owAr gs instructs Execenv to append command line arguments
to the Command directive. In this manner, you can use a single
Execenv entry to start the programs with different options, without
editing the database. This option is considered a security risk and
should be used sparingly.

If the NoPseudoTer nmi nal argument is present, Execenv will not
set up a pseudo-terminal between itself and the executed process.
The file specified will be executed immediately following the
setting of security attributes on the process.

This directive is optional, and the arguments are also optional.
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8.2.3 Execenv Configuration Example

In a particular installation, you may want users with the WEBADMIN
authorization to be able to start up a web server at CONFIDENTIAL A
INET. The web server should be executed with the user ID www and the
group ID wwww. The web server should be executed with the following
command line:

[opt/web_server/start -d /opt/htm _files

The entry (called start _ws) in / et c/ security/ execenv. conf looks
like this:

<start_ws>
Aut hori zati on WEBADM N

User VWY

G oup WA

SL " CONFI DENTI AL A | NET"

Del ay 5

Conmmand /opt/web_server/start -d /opt/html _files
Opti ons

</start_ws>

An administrator with the WEBADMIN and EXECENV (or ISSO)
authorizations would enter the command /usr/pitbull/bin/
execenv start_ws to start the web server. If the Al | owAr gs option to
the Opti ons directive had been specified, the administrator could have
specified the -d option from the command line instead of in the
execenv. conf file.

8.3 Command Line Execution

The Execenv command itself, execenv( 1), has only one argument, which
is required: the <t ag> name of the section in the execenv. conf file
containing configuration data for the program being launched. If the
options in the configuration file allow it, you can also enter additional
arguments to the execenv command, and the additional arguments will
be appended to the command being launched.

The execenv(1l) command must be executed using absolute or relative
paths, e.g., /usr/pitbull/bin/execenv and ./execenv are
acceptable; however, using just execenv and letting the shell search the
PATH environment variable will cause execenv to abort the operation.
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8.4

8.4.1

8.4.2

8.4.3

Additional Execenv Information

The execenv command uses only the database file /etc/
security/ execenv. conf. Although the execenv. conf database has
the same format as the other PitBull Foundation Suite configuration files, it
is not to be shared with other programs.

The execenv program can run any program that is listed in the Execenv
configuration file. This file contains a list of programs and their
corresponding SLs. Because of the sensitivity of the information contained
in this file, write access to the execenv database should be granted only
to trusted system administrators.

SL Checking

The execenv(1l) program checks the SL of /etc/security/
execenv. conf . If that file is not at the SYSTEM_HIGH SL, then execenv
(1) quits with an error message.

Privilege Stripping

When Execenv is executed, it inherits privileges from the calling process
according to Argus privilege inheritance rules. However, Execenv removes
those privileges so that the process that Execenv calls does not inherit
them. Execenv uses two mechanisms to ensure that the called process does
not inherit any privileges from Execenv.

First, Execenv has no proxy privileges, so the called process inherits no
common privileges when executed.

Second, Execenv explicitly removes the "special privileges" that the called
process would inherit regardless of other settings: PV_ROOT, PV_X ROOT,
PV SU, PV SU AZ, PV SU ROOT, PV SU EMUL, and PV SU UID.
Therefore, the resulting process cannot inherit any privileges from either
the process that calls Execenv or from Execenv itself.

Clearing the Supplementary Group List
The execenv program clears out the supplementary group list when it

executes the desired program. Therefore, the desired program runs with
only the primary group.
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8.4.4

8.4.5

8.4.6

Environment Variables

The execenv program executes programs with no environment. This
means that environment variables within the user's environment are not set
in the executed program's environment. This measure was taken to avoid
possible exploits with shell scripts.

umask

Execenv inherits the umask of the user who invokes the execenv
command. This umask is in turn inherited by the program that Execenv
invokes. Therefore, if a user with a restrictive umask uses Execenv to
invoke a web server, the system may create log and pid files that the web
server cannot read or write. For trusted users, you can make sure they have
unrestrictive umasks (011). For other users, you may want to set a umask
temporarily with a shell script.

Pseudo-Terminal and SIGHUP

By default, Execenv sets up a pseudo-terminal for each process that it
spawns. (Using a pseudo-terminal allows the user's terminal settings to
remain unchanged.) If the spawned process sends output within the
number of seconds specified by the Delay directive in the configuration file,
the pseudo-terminal persists. If Execenv does not receive output within the
specified number of seconds, Execenv closes the pseudo-terminal and exits,
leaving the process running in the background.

Closing the pseudo-terminal may generate a SIGHUP signal. In some cases,
the SIGHUP signal is generated at the same time the program detaches to
run in the background. This can kill the program. If this is the problem, use
the NoPseudoTer m nal option in the Execenv configuration file for that
process. The NoPseudoTer mi nal option causes the spawned process to
use the terminal from which Execenv is executed, instead of Execenv
setting up a pseudo-terminal.
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Chapter 9: Configuration Scripts

You can use the web server(s) of your choice with PitBull Foundation
Suite. Server administration is handled principally through utilities that
accompany the server software. In addition, PitBull Foundation Suite
provides several scripts to assist you in configuring various popular web
servers.

These scripts are available with the configuration scripts package,
argus.cs.rte on AIX or ASCcs on Solaris. They require the
ar gus. sl op. rt e package to be installed on AIX, while the ASGSI op and
ASCget i p are required for Solaris.

Step-by-step instructions for each script appear in the sections listed:

Netscape Enterprise Server 3.51 and 3.62 )

1
(Solaris only) Section 9.1, page 59
iPlanet web sever
(Netscape Enterprise Server 4.0) Section 9.3, page 61
(Solaris only)
Netscape Directory Server 4.11 )

4 2
(Solaris only) Section 9.4, page 6
Netscape Proxy Server 3.5 )

. 4
(Solaris only) Section 9.5, page 6
Netscape Certificate Management Server 4.1 i
(Solaris only) Section 9.6, page 66
Stronghold web server 2.4.2 .
(Solaris only) Section 9.8, page 69
Apache Webserver 1.3.x _

Section 9.9, page 70

WebSphere 3.0.2, Advanced Edition Section 9.10, page
(AIX only) 71

All of these scripts are in the / usr/ pitbul | /scri pts directory. All of
these scripts require authorizations and privileges. Follow these steps to
grant them to yourself before using any of the scripts:

m Become an ISSO-authorized user. For example, if user i sso has ISSO

authorization:
(% su isso |

m Grant yourself PV_ROOT privilege.
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9.1

9.2

[% /tbi n/ setpv +a PV_ROOT $$ |

Configuring a Netscape Web Server (Solaris
only)

After installing a new Netscape web server, and prior to starting the web
server for the first time, you must run conf i gur e. sh, which is located in
[usr/pitbull/scripts/netscape. If the servers fail to operate
correctly, run confi gure. sh again. If the problem persists, consult the
Netscape documentation.

Changing NES Functionality (Solaris only)

The confi gure. sh script calls a second script, functi onality. sh,
which changes the security attributes of Netscape files to allow additional
functionality. You can run functional ity. sh by itself, if you wish to
change settings on Netscape files without reconfiguring. The script allows
Netscape search, Netscape Web Publishing, Server-side JavaScript, or SSL
Encryption. The script is in the file /usr/pitbull/scripts/
net scape/ functionality. sh. Remember that you must use the
Netscape Administration Server to activate whatever features you enable
with f unctionality. sh.

Here is an example use of f uncti onal i ty. sh.

m Runfunctionality.sh
% / usr/ pi tbul | /scripts/ netscape/ functionality.sh |

m When prompted, enter the full pathname of the directory where NES is

installed. (The default is / usr/ net scape/ sui t espot .)

Pl ease enter the directory where the Netscape product is
installed

> <installation directory pathname>

m Select which web server to configure from the list on the screen.

Pl ease choose the web server you wi sh to configure.
(list of web server nanes)

> <web server nane>

m A list of options for functionality appears. Choose the functionality you
wish to add to the webserver by entering your choice(s) as individual
numbers, separated by spaces. (Choosing n exits the script.) For this
example, assume you want search functionality for an SSL-enabled web
server.



60 PitBull Foundation Suite 4.1-6.0 Administration Guide

Net scape functionality security configuration tool v1.0

Pl ease select fromthe follow ng the additional functionality
for which you wish this webserver to be secured. Please nake
your selections as a whitespace separated |ist of nunbers.

1) Netscape Search

2) Netscape Web Publ i shing
3) Server-side JavaScri pt
4) SSL Encryption

n) None of the above

> 14

m When prompted, enter the Security Label to set common files to, so the
web server can read them. The SL must be dominated by all web

servers.

The configuration tool will change the SL of sone Netscape
files not specific to the webserver you have selected, so
that the webserver can read these files. Please choose the SL
these files should be set to

This SL nust be dom nated by

WEBSERVER_SL

> <Security Label >

Depending on which functionality you chose, you will see information or
questions relating to that functionality. Respond as prompted.

m (Netscape Search) The script configures Netscape search functionality

for the web server, in addition to any other options you selected.

[ Configuring security attributes for NES search ]

For each collection COLLECTI ON you create, you nust ensure
that the SL of all files and directories of ${W5 DI R}/
search/col l ections allow the web server to read the files
contai ned therein

Press return when ready

> <Ret urn>

m (Web Publishing) The script configures web publishing functionality, in

addition to any other options you selected.

[ Configuring security attributes for Wb Publishing ]

WIIl you be using the |local |dap database files to store user
information

[y]> <y or n>

m (Web Publishing) Indicate whether revision control should be

configured.
WIIl you be using the Wb Publishing revision control?
[y]> <y or n>

m (JavaScript) The script configures JavaScript functionality, in addition to
any other options you selected. Enter y if you with the JavaScript
administration tool to be configured.
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If you are planning to utilize the server side JavaScri pt

adm ni stration tool, this web server nust have read access to
the NES admi nistrative password file. Doing this will in
essence elimnate the MAC security protecting the encrypted
password from being read should this web server be

conpr om sed.

Do you wish to configure the admnistration directories as
described to enable use of the JavaScript administration

t ool ?

[n]> <y or n>

m (SSL) The script configures SSL functionality for the web server, in

addition to any other options you selected. When prompted, choose the

key-pair file to use.

[ Configuring security attributes for SSL encryption ]
Choose the key-pair file you will be using with this web
server.

(list of key/pair files)
> <key/pair file name>

m (All features) When prompted, choose the certification database you will

use. Type the name as it appears on the list.

Choose the certification database you will use with
this webserver.

(list of certification databases)

> <certification database here>

9.3 Netscape iPlanet Web Server (Solaris only)

The automated script to configure the iPLanet web server is located in

[usr/pitbull/scripts/netscaped4/secure_nes4. sh.
Follow these steps to use it:

Grant yourself ISSO authorization and PV_ROOT privilege (assume user

isso has ISSO authorization).

% SuU i SSO
% /thbin/setpv +a PV_ROOT $$

Run the script
%/ usr/ pi tbul | / scri pt s/ net scape4/ secur e_nes4. sh |

Specify the full pathname of the directory where the server is installed.

Pl ease enter the directory where Enterprise Server is
installed

> <installation directory>

Enter a number from the menu to choose whether to configure an
administrator server or web server, or to exit. Exiting halts the script.



62 PitBull Foundation Suite 4.1-6.0 Administration Guide
1) Configure adm nistration server
2) Configure web server
3) Exit
> <nunber of your choice>
m (Web server only) Enter a number to select a web server from the
available ones.
1) https-serverA
2) https-serverB
> <nunber of your choice>
m Enter the SL for the server. It must fall within the SL range for the
system.
Pl ease enter the Security Label you wish to run <Server Name>
at
> <Security Label >
m If prompted for the Suitespot group, enter the name of the group you
chose during the Netscape installation process.
Pl ease enter the Suitespot group
> <Sui t espot group>
m (Web server only) Specify the SL for the document root. It must be
dominated by the SL for the server.
Pl ease enter the Security Label you wish to set the docunent
directory at
> <Security Label >
The script sets SLs and privileges, and creates new trusted start, stop, and
restart scripts in the Netscape directories. The script notifies you that the
update is complete.
Addi ng new start scripts.
Setting web server security |abels.
m When finished, you must update the Trusted Library database.
(“Updating the Trusted Library Path (Solaris only)“ on page 68)
% / t bi n/ setrunnode c
% /tbin/tlibadmn -s
% / t bi n/ setrunnode o
9.4 Netscape Directory Server (Solaris only)

The automated script to configure the Netscape Directory Server is located
in /usr/pitbull/scripts/netscape4/secure_nds.sh. Follow
these steps to use it:

m Grant yourself ISSO authorization and PV_ROOT privilege (assume user
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isso has ISSO authorization).
% SuU i Sso
% /thbin/setpv +a PV_ROOT $$

m Run the script
%/ usr/ pi tbul | / scri pts/ net scaped/ secur e_nds4. sh |

m Specify the full pathname of the directory where the server is installed.

Pl ease enter the directory where the Directory Server is
installed

> <server installation directory>

m Enter the SL for the administration server when running. It must fall

within the SL range for the system.
Pl ease enter the Security Label you wish to run the
admi ni stration server at
It nust fall within the system cl earance
System maxi mrum SL : SYSTEM HI GH SL
System m ni rum SL : SYSTEM LOW SL

> <Security Label >

m Enter the SL for the directory server when running. It must be

dominated by the administration server SL.

Pl ease enter the Security Label that the Directory Server
will run at

It nust be dom nated by ADM N SL.

> <Security Label >

m Enter the SL to be placed on static data. It must be dominated by the

administration server SL.

Pl ease enter the Security Label that static data will be
stored at

> <Security Label >

m If prompted for the Suitespot group, enter the name of the group you

chose during the Netscape installation process.
Pl ease enter the Suitespot group

> <Sui t espot group>

The script sets SLs and privileges, and creates new trusted start, stop, and
restart scripts in the Netscape directories. The script then prints a
completion message.

Addi ng trusted library paths...
Addi ng new start scripts...
Settings SecuritylLabels...
Setting privileges...

m When finished, you must update the Trusted Library database.
(“Updating the Trusted Library Path (Solaris only)“ on page 68)
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% /tbi n/ setrunnbpde c
% /tbin/tlibadmn -s
%/t bi n/ setrunnpde o

If you restore the database files for the Directory Server through the
Netscape Console, the SLs of the database files will reset to the SL of the
administration server. Running secure_nds. sh with the -restore
option will return the SLs on the database files to what you specified when
you first ran secur e_nds. sh.

Netscape Proxy Server 3.5 (Solaris only)

The automated script to configure the Netscape Proxy Server 3.5 web
server is located in [usr/pitbull/scripts/netscape/
confi gure. sh. This is the same script used to install Netscape Enterprise
Server. Follow these steps to use it:

m Grant yourself ISSO authorization and PV_ROOT privilege (assume user

isso has ISSO authorization).
% SuU i sSso
% /thbin/setpv +a PV_ROOT $$

m Run the script
[% / usr/ pi tbul I /scri pts/ netscape/ confi gure. sh

m Specify the full pathname of the directory where the server is installed.

Pl ease enter the directory where Enterprise Server is
installed

> [ opt/ net scape/ sui t espot

m Enter the number 2 from the menu to configure an new proxy server.

Exiting halts the script.

1) Configure adm nistration server
2) Configure a new proxy server

3) Exit configuration

> 2

The following messages appear.

Setting the privileges for the proxy servers.
Configuring the sensitivity labels for the proxy directories.
Setting the library path for the proxy servers.

m Type in the name of the proxy server to configure.
Pl ease enter the proxy server that you wish to configure.

> proxy-argus

The following message appears.

|Addi ng new start scripts.
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m If the script cannot determine the SL of the admin server, you must
enter its SL. If the script determines the admin server SL, it will skip this
step.

Pl ease enter the Security Label the Admin Server runs at.

> <admin Sensitivity Label >

m Enter the SL for the server. It must fall within the SL range for the

system.

The sensitivity |abel which proxy-argus runs at must be
dom nated by <adm n Security Label >.
Pl ease enter a sensitivity label for this web server.

> <proxy Sensitivity Label >

m If two servers share caches, you must enter an alternative cache

directory for the new proxy server. Otherwise, the script skips this step.

Shari ng caches between proxies is a security violation.
Pl ease enter another cache directory.

> [ opt/ net scape/ suitespot/<cacheFi | enane>

The following message appears if you entered a cache directory.

\Adding new cache /opt/net scape/suitespot/<cacheFi | enane>

The following message always appears.

Addi ng entries to the execenv configuration file for this
server.

m If the system is in operational mode, you must choose whether to update
the trusted library path. Enter y (yes) or n (no). If the system is in

maintenance mode, the library path is automatically updated.

During this configuration process, the file /etc/security/

i bpath.txt was nodified. These changes must be | oaded into
the kernel trusted library path table. In order to take this
action, the systemnust be in CONFI GURATI ON MODE. Swit chi ng
to this runnode may severely restrict this machi nes network
connectivity as well as allow root authorizations. Please see
the PitBull docunentation for detailed i nformation on Argus
runnodes.

Do you wish to upload the trusted library path into the
kernel now?

[n]>

If you enter y, the following message appears.

\The trusted library path has been updated.

If you enter n, the following message appears.
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9.6.1

9.6.2

Bef ore you use the netscape products, you must manual ly bring
the systemto Maintenance Mode and upload the trusted library

paths to the kernel. To do so, execute the follow ng
comands:

/tbin/setrunnmode c
/tbin/tlibadmn -s
/tbin/ setrunnode o

After this, the script exits and configuration is complete.

Netscape Certificate Management Server
(Solaris only)

Certificate Server Installation

If you are attempting to install the Certificate Server on a PitBull

Foundation system, follow these steps.

m Set up the trusted library paths required during installation by using the

secur e_ncns script with the -i nst al | option.

% cd /usr/pitbull/scripts/netscaped
% ./secure_ncns.sh -install

m When prompted, specify the full pathname of the directory where the

server is to be installed.

Pl ease enter the directory where you will be installing the
Net scape Certificate Server

> <server installation directory>

The script provides a message on completion.

m When finished, you must update the Trusted Library database.

(“Updating the Trusted Library Path (Solaris only)“ on page 68.)

% /tbi n/ setrunnbpde c
% /tbin/tlibadmn -s
%/t bi n/ setrunnpde o

Certificate Server Configuration

The automated script to configure the Netscape Certificate Server is located
in /usr/pitbull/scripts/netscaped4/secure_ncns.sh. Follow

these steps to use it.

m Grant yourself ISSO authorization and PV_ROOT privilege (assume user

isso has ISSO authorization).

% SuU i SSO
% /thbin/setpv +a PV_ROOT $$

m Run the script

\%/ usr/ pitbull/scripts/netscape4/secure_ncns. sh
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Specify the full pathname of the directory where the server is installed.

Pl ease enter the directory where the Net scape products are
installed

> <installation directory>

The script determines which components of the server have been
installed, and provides a menu off them. Enter the number of the
component you wish to configure. Do not choose to configure a
Certificate Server unless you have already configured an Administration

Server.

1) Configure adm nistration server
2) Configure directory server

3) Configure certificate server

Q Qit configuration tool

> <your choi ce>

Enter the SL to be placed on files to be read by Netscape server you

chose to configure. (Each server you configure must dominate this SL.)

Pl ease enter the Security Label for data that is to be read,
but not witten by the Netscape servers.

> <Security Label >

(Certificate Server or Directory Server) Enter the number of the server

you wish to configure from the list presented.

Pl ease choose which <directory or certificate> server to
configure

1) cert-serverl
2) cert-server?2

> <nunber of the server you wish to configure>

Enter the SL for the server when running. It must fall within the SL
range for the system, and it should dominate the SL you entered (above)

for the data to be read.

Pl ease enter the Security Label you wish to run the <type of
server chosen> Server at
It nust fall within the systemrange

System Hi gh: SYSTEM H GH SL
System Low. SYSTEM LOW SL

> <Security Label >

(Directory Server) Enter the SLs of servers that will make requests of the

Directory Server. Enter all SLs at one prompt, separated by commas.

Pl ease enter a comma delinmted list of security |abels of
processes which will connect to this server. This

communi cation will be brokered by an Upgrade/ Downgr ade
Enf or cer.

> <comma delimted list of Security Label s>




68

PitBull Foundation Suite 4.1-6.0 Administration Guide

9.7

(Directory Server) The script reads NCMS configuration files, determines
which SLs are associated with which servers, and modifies the NCMS files
to call the appropriate UDEs.

(Certificate Server) The script creates an Upgrade/Downgrade Enforcer
entry in the gi bral t ar. conf (4a) file to allow communication between
the Administration Server and the Certificate Server. The script also places
a UDE call in the startup script for the server, so that the UDE is invoked
whenever the server starts up. In addition, the script creates an instance of
the Upgrade/Downgrade Enforcer to broker communication between the
Directory Server and other servers making requests of it.

(All Servers) The script sets SLs and privileges, and creates new trusted
start, stop, and restart scripts in the Netscape directories.

Addi ng trusted library paths...
Addi ng new start scripts...
setting Security |abels...
Setting privileges...

m When finished, you must update the Trusted Library database.

(“Updating the Trusted Library Path (Solaris only)“ on page 68)
% / t bi n/ setrunnmode c
% /tbin/tlibadmn -s
% / t bi n/ setrunnode o

If you restore the database files for the LDAP (i.e., Directory) Servers
through the Netscape Console, the SLs of the database files will reset to the
SL of the administration server. Running sSecur e_nds. sh with the
-rest or e option will return the SLs on the database files to what you
specified when you first ran secur e_ncns. sh.

Updating the Trusted Library Path (Solaris
only)

Every shared library on the system must be listed in the trusted library path
for an application to access that library. All Netscape servers use shared
libraries, so the trusted library path needs to be updated if you run any of
the Netscape configuration scripts.

PitBull Foundation Suite's Netscape configuration scripts add those
libraries to the text listing of the trusted library path, in file /et c/
security/libpath.txt. When you are finished configuring any
Netscape server, you must load the updated trusted library path into the
kernel. You can only do this in maintenance mode, so first you must put
the system in maintenance mode with the set r unnode( 1n) command.
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% /tbi n/ setrunnbde c
% /tbin/tlibadmn -s
%/t bi n/ setrunnpde o

The last command restores the system to operational mode.

Stronghold Web Server (Solaris only)

The automated script to configure the Stronghold webserver is located in
[usr/pitbull/scripts/stronghol d/ secure_stronghol d. sh.
Follow these steps to use it.

m Grant yourself ISSO authorization and PV_ROOT privilege (assume user

isso has ISSO authorization).
% SuU i sSso
% /thbin/setpv +a PV_ROOT $$

m Run the script
\@b/usr/pitbulI/scripts/stronghold/secure_stronghold.sh

m Specify the full pathname of the directory where the server is installed.
Pl ease enter the directory of the Stronghold server to
configure

> <installation directory>

m Specify the SL for the server when running. It must fall within the SL

range for the system.

Choose the Security Label to run the Stronghold web server at
This label must fall within the system range.

System Hi gh: SYS H
System Low. SYS_ LO

> <Security Label >

m Specify the SL for the document root. It must be dominated by the SL

for the server.

Choose the Security Label for the docunent root.
It nust be dominated by (Security Label entered above)

> <Security Label >

The script sets SLs and privileges, and creates an entry in the
execenv. conf (4g) file with the tag name STRONGHOLD. When the
script is done, you can edit default values chosen for the execenv. conf

(49) entry.

Configuring SLs...
Setting privileges...
Creating execenv entry. ..

m Choose whether to for the server and then you will be given the option
to create an integrity entry for the server. If you choose y for yes, the
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script stores security attributes of the server files in a database. Later,
you can check for any changes to these attributes with the
chkintegrity(la) command.
Do you wish to create an integrity database at this tinme?
[y]> <y or n>
The script informs you when configuration is successful, and exits.
|Confi guration successful.
Since the Stronghold server does not use any shared libraries, you do not
need to update the Trusted Library database after running this script.
9.9 Apache Web Server

The automated script to configure the Apache web server is located in
[usr/pitbull/scripts/apache/ secure_apache. sh. Follow these
steps to use it.

m Modify http.conf for your installation. secur e-apache. sh uses
some parameters from ht t pd. conf when it modifies Apache files.

m Grant yourself ISSO authorization and PV_ROOT privilege (assume user

isso has ISSO authorization).
% SuU i Sso
% /thbin/setpv +a PV_ROOT $$

m Run the script
[% / usr/ pi tbul I /scri pts/ apache/ secur e_apache. sh

m Specify the full pathname of the directory where the server is installed.

Pl ease enter the directory of the Apache server to configure
> <enter installation directory>

m Specify the SL for the server when running. It must fall within the SL

range for the system.

Choose the Security Label to run the Apache web server at.
This label must fall within the system range.

System Hi gh: SYS H
System Low. SYS_ LO

> <Sensitivity Label >

m Specify the SL for the document root. It must be dominated by the SL
for the server.

Choose the Security Label for the docunent root.
It nust be domi nated by <Security Label entered above>

> <Sensitivity Label >

The script sets SLs and privileges, and it then creates an entry in the
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execenv. conf (4) file with the tag name APACHE. When the script is
done, you can edit default values chosen for the execenv. conf (4)
entry.

Configuring SLs...
Setting privileges...
Creating execenv entry. ..

m Choose whether to create an integrity entry for the server. If you choose
y (yes), the script stores security attributes of the server files in a
database. Later, you can check for any changes to these attributes with

the chki ntegrity(1l) command.

Do you wish to create an integrity database at this time?
[y]> <y or n>

The script informs you when configuration is successful, and exits.

‘Confi guration successful. ‘

Since the Apache server does not use any shared libraries, you do not need
to update the Trusted Library database after running this script.

9.10WebSphere 3.0.2 (AIX only)

The automated script to configure IBM WebSphere is located in / usr/
pitbul |l /scripts/ws/secure_ws. sh. Follow these steps to use it.

m Grant yourself ISSO authorization and PV_ROOT privilege (assume user
i sso has ISSO authorization).

% SuU i SsO
% /thbin/setpv +a PV_ROOT $$

m Run the script
‘%/ usr/ pitbull/scripts/ws/secure_ws.sh

m Specify the full pathname of the directory in which Webserver is

installed.
Pl ease enter the directory in which WbSphere is installed:

> <enter installation directory>

m Specify the location of the JDK.
Pl ease enter the location of $JAVA HOVE:

> <enter |ocation of JDK>

Any privileges used by served applications must be added to
startupServer.sh and the Java binaries. Enter these privileges,

nn

separated by spaces when prompted, or enter "." to continue.
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Specify the SL for WebSphere when running. It must fall within the SL

range for the system.

Choose the Security Label that WebSphere will run at:
This label must fall within the system range.

System Hi gh: SYS H
System Low. SYS_ LO

> <Sensitivity Label >

Specify the SL for WebSphere configuration files. It must be dominated

by the SL that WebSphere runs at.

Choose the Security Label for the configuration files:
It nust be dominated by <Sensitivity Label entered above>

> <Sensitivity Label >

Specify the user and group that WebSphere will run as.
Pl ease enter the user which WebSphere runs as:

> <user >

Pl ease enter the group which WebSphere runs as:

> <group>

The script sets SLs and privileges, and creates an entry in the
execenv. conf (4) file with the tag name WAS. When the script is done,
you can edit default values chosen for the execenv. conf (4) entry.

Configuring SLs...
Setting privileges...
Creating execenv entry. ..

Choose whether to create an integrity entry for the server. If you choose
y (yes), the script stores security attributes of the server files in a
database. Later, you can check for any changes to these attributes with

the chki ntegrity(1l) command.

Do you wish to create an integrity database at this tinme?
[y]> <y or n>

The script informs you when configuration is successful, and exits.

[Configuration successful.

This script may also be run with the -a option in order to add extra
privileges required by served applications.
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Chapter 10: SL Operations

Sensitivity Label operations include comparing two SLs and displaying the
result. Sensitivity Label Operations are provided by a single command,
sl op(1). This package is required in order for the Configuration Scripts
package to run. The sl op(1l) command is also useful in determining
maximum and minimum SLs required for Foundation Suite configuration

settings.

Comparisons are made by entering the sl op(1) command at the UNIX
prompt, with options and SLs. The result displays on the standard output.
The slop command can make the following comparisons. Details are
provided in the sl op( 1) man page.

Comn}and Comparison
Option
-d Determine if one SL dominates another
-D Determine if one SL strictly dominates another
-e Determine if two SLs are equal
-C Display maximum SL dominated by two other SLs
-C Display minimum SL that dominates two other SLs
-Z Display the classification portion of an SL
-m Display the minimum SL of a file
-M Display the maximum SL of a file
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Chapter 11: GetIP

geti p(1) displays the IP address and fully qualified domain name when
an IP address or host name is provided as an argument. geti p(1) is a
helper application used solely by Argus configuration scripts.
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Chapter 12: Troubleshooting

Up-to-the-minute troubleshooting hints are available in the Support section
of the Argus Web site, http://www.argus-systems.com.
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Chapter 13: Related Documentation

For more information on the operation of Argus's PitBull Foundation secure
operating system enhancements, see:

«  PitBull Foundation Suite 4.1/5.0 Release Notes

This document discusses special considerations required by this
release of the product suite, such as system requirements and ways
to ensure that underlying operating system patches do not conflict
with the security system.

«  PitBull Foundation Suite 4.1/5.0 Installation Guide

This document leads you through the PitBull Foundation and
PitBull Foundation Suite 4.1/5.0 installation procedures.

«  Security Features User's Guide

This document is an introduction to security concepts such as
mandatory access control, SLs, privileges, and authorizations.

«  Trusted Facility Manual

This document contains information for the secure administration
of Argus enhanced security systems.

«  Security Features Programmer's Guide

This document explains how to develop applications that are aware
of and respond to PitBull Foundation Suite security attributes. The
Guide includes reference listings of libraries and systems calls used
by programmers of Argus-aware applications.



